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Introduction

CionSystems Password synchronization client is an extension to Enterprise Self-Service product.

The client allows enterprises small and large to synchronize on premise user credentials with Office365

thereby providing Single Sign On experience for the users. Password is synchronized with Office365

regardless of how users change their on-premise AD passwords. In addition, the enterprises can utilize

the benefits of self-service as well. Following picture gives an outline of the configuration and schematic

of password synchronization deployment.
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The following guide illustrates installation and configuration of the password synchronization client. For
Enterprise Self-Service configuration, please refer to Enterprise Self-Service quick start guide.
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Prerequisite

Ensure that you have installed and configured Enterprise Self-Service. Add the domain and Office365
domain to Enterprise Self-Service. For more information about Enterprise Self-Service please refer to the
product quick start guide. Obtain the IP address of the system where the Enterprise Self-Service is
installed. This is required for proper installation and configuration of Password sync client. The client is
required to be installed on all domain controllers of the domain.

System Requirements

¢ 8GB RAM
* 50 MB of disk space.
¢ Windows Server 2003, 2008, 2012 or 2016 domain controller.

Installation

Step - 1

Open Passwordsync.zip file and extract the files to a folder on a domain controller.

. ADPasswordSynchronization_C5_64bit

G(\ :Jv | . = ADS_g4bit_Trial + ADPasswordSynchronization_C5_a-4hit - lmj I Search ACPasswordSynchronization C... !_.]
COrganize *  Includeinlibrary +  Share with +  Mew Folder == = [l .@.
[ Favorites Mame Date modified | Type | Size |

B Deskiop ﬁ%‘ A0 Password Synchronization ! Windows Installer P... 515 KB
J Downloads

|Z | Password Synchronization install configuratio... 77 o PDF Filz 1,066 KB

=l Recert Pl - -
(=l Recent Places B setup vt T application 673 KB

- Libraries
3 Documents
rJ’- Music
= Pictures

B videos

1M Computer
‘;. Local Disk (C:h

E‘; Metwiork

Right Click on AD Password Synchronization.msi file, Click on “Install”. The welcome screen will open.

Copyright 2017 CionSystems Inc., All Rights Reserved Page 5




g CionSystems™

Enterprise Self-5ervice Portal

Note: On Windows server 2008 or above, you may have to hold down shift key and right click on the
msi file and choose “run as administrator” to successfully install the client.

f 1) AD Passward Synchronizatio

Welcome to the AD Password Synchronization
Setup Wizard

The installer will guide you through the steps required ta install AD Pazsword Synchronization on
your computer,

WARMIMG: This computer program iz protected by copyright law and international treaties.
|Jnauthorized duplication ar diztribution of thiz program, ar any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the marimum extent pozsible under the law.

e Click on “Next”

License Agreement

Pleaze take a moment to read the license agreement now. IF you accept the terms below, click 1
Agree”, then "Mext”, Othemwize click "Cancel™.

CIONSYSTEMS, INC AD Password synchronization END USER LICENSE -
AGREEMENT |:|

LAST UPDATED:

IMPORTANT: THIS IS A LEGAL AGREEMENT BETWEEN CIONSYSTEMS, INC.
("CIONSYSTEMS” OR "COMPANY™) AND SELECT USER (ENTITY OR PERSON,
hereinafter referred to as "YOU" OR "YOUR" OR "USER"™) FOR THE
CIONSYSTEMS 30 DAY TRIAL OR FULL VERSION SOFTWARE ("SOFTWARE™)
AVATLABLE WIA THE CIONSYSTEMS WEEB SITE. PLEASE READ IT

) | Do Mat Agree @ | Agree

Cancel l [ ¢ Back ] | Mest »
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Select “I Agree” and Click on “Next”

AD Password Sym

Select Installation Folder

The installer will inztall AD Pazsword Synchronization to the following folder.

Toinstall in thiz folder, click "Mext”. Toinstall to a different folder, enter it below or click "Browse".

Folder:
C:Mefindowshaystem 32y

Browse. .. ]

[ Disk Cost... ]

Install AD Passward Synchronization for yourself, ar for anyone who uses this computer:

@ Evemone

0 Just me

l Cancel ] [ < Back l I Mext I

Select Installation Folder and Click on “Next”

Confirm Installation

The inztaller is ready to install AD Paszwaord Synchronization on your computer.

Click "Mext" to start the installation.

Cancel ] l < Back ] [ Mest = ]

Click on “Next”
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! 2] AD Password Synl

Installing AD Password Synchronization

AD Pazzword Synchronization iz being installed.

Fleaze wai...

l < Back Mest >

I i'.% AD Password Syncl

Installation Complete

AD Pazsward Synchranization has been successfully installed.

Click "'Cloge" to exit.

Pleaze uze Windows Update to check for any critical updates to the MET Framework.

Cancel < Back

e Click on “Close”. Password synchronization is installed successfully.
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Step - 2

After installing password synchronization go to the following folder to add references to the Enterprise

Self-Service. See pre-requisite.

C:\Windows\System32

l System32 !E[ E

Gl.; :'Jv | | = Computer = Local Disk (C:) = Windows = Swstem3z - - lml I Search System3z !ﬂ
Crganize - mj Cpen = Mew Folder = - E] ':E'
¢ Favorites Mame Date modified | Type | Size | I_I
M Desktop %) CionEncryptionManager, DLL 1/31/2013 10:56 &AM Application extension 12 KE
§ Downloads || CionPswd.dll 1/31/2013 10:55 AM  Application extension 65 KB
=, Recent Places (271 CionPswd 1j31f2013 10:56 &M Application 19 KE E
= Librari
e -branes & CionPswd 1/21/20136:00 P Program Debug Dat. ., 24 KE
j Dacurnents
- ["7] ciorPswd. wshast 1312013 10:32 4M Application 12 KB
J- Music
=) Pictures || CionPswd, vshosk, exe 11/3/2012 4:01 PM CONFIG File ZKB
E videos || CionPswd, vshosk, exe.manifest 6/11/2009 2:44 AM MANIFEST File 1KE
[m7] CionRegEdit 1/21/2013 6:01 PM application S KB
:l-i_ -amputer %] CionSystemsMultiFactarAuthAlCP, di 12/6f2016 11:53PM  Application extension 96 KB
£ i 0
- Lol CIELIED) |] CioniSystemsMultiFactorauthAllCPServiceBrid...  12)5/2016 11:52 P application extension 88 KB

Open the file “cionpwd.exe” by right clicking on the file, choose open with and notepad. In this file you

will add the service reference of Enterprise Self-Service. You will need to modify the IP address in the

URL to the IP address of the system where Enterprise Self-Service is installed.
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i8] CionPswd.exe - Notepad [_ [0
File Edit Format ‘iew Help

k7xm] wersion="1.0"7> =]
<configuration>

<configsectionss

<sectionGroup name="applicationsertings” type="system.Configuration.applicationsettingscroup,

<section name="StoreUserDetails.Properties.settings" type="System.Configuration.Clientset
</sectionGroups

</configsections:=
<appsettingss>

<add key="Log.File" value="Log" />
</appsettingss

<startups<supportedruntime wersion="v2.0.50727" < startups>
<applicationsettings:
<StoreUserbetails.Properties.settingss>
<setting name="CionPswd_Passwordsyncservice_Passwordsyncservice”
serjalizeas="string">
<valuexhttp: /192, 168.1.190/AD05elfservice/Services /Passwordsyncservice. asmx<,valu
<fsetting»>
</storeuserbetails. Properties. settings:
<fapplicationsettings>
</configuration>

Ll |

For example http://192.168.1.107/ADSelfService/Services/PasswordSyncService.asmx

Change the IP address in the above line the configuration file.
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Step -3

Final step is to execute CionRegEdit.

System32 !E[ E

G( ;Jv| + Computer « Local Disk (211« Windows - System3z - - lmj I Search System3z Eﬂ
Organize = Open Mew folder = - [ IZEI
- E i Mame = Date modified | Tvpe | Size | I;I
-l OrFLes =] ILTET o PO el DL LIl Do THROE A1 H|.||.deLIUI FEALETISLIUTT A ]
B Deskiop 2] CionEncryptiontanager.DLL 1/31/2013 10:56 &M Application extension 12 KB
g Downloads - o .
. | CionPswd. dll 1/31/2013 10:55 AM Application extension 63 KB
=| Recent Places
R [ CionPswd 1/31/2013 10:56 AM Application 19 KB _I
. : . CinnPswd, exe Q3002016 &:44 PM COMFIG File 2KBE
7 Libraries =
3 Dacuments if] CionPswd 1/21/2013 6:01 FM Program Debug Dat. .. 24 KB
,J”, Music [ CiorPswd, wshost 1312013 10:32 AM Application 1Z KB
= Pictures || CionPswd, vshost exe 11/3(2012 4:01 PM COMFIG File ZKE
B videos || CionPswd, vshosk, exe.manifest 6/11/2009 2:44 AM MAMIFEST File 1KB
Application
18 Computer %] CionsystemsMulbFactorauthalCP,di 12/6)2016 11:53PM  Application extension 96 KB
£ g ,
(e PEREE) || CionSystemsMultiFackorauthAICPServiceBrid, .. 12/6(2016 11:52PM  Application extensian 55 KE
Py . %) CionSystemsMultiFactorauthallCPServicecClie,,,  12/6/2016 11:52 PM Application extension 19KE
B MNebwar
’ | CionSystemsMultiFactorauthallEncryption. di 12/af2016 11:52 PM Application extension 62 KB
CE cipher 711412009 7:09 AM Application 42 KB
1% clb.dil 7/14(2009 7:10 AM Application extension 17 KB
After successful completion, please reboot the Machine. Make sure you reboot only one domain
controller at a time. Once, it is installed on successfully on one domain controllers, repeat this process for
the remaining domain controllers.
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Contact Notes:

For technical support or feature requests, please contact us at Support@CionSystems.com or
425.605.5325

For sales or other business inquiries, we can be reached at Sales@CionSystems.com or
425.605.5325

If you'd like to view a complete list of our Active Directory Management solutions, please visit us online at
www.CionSystems.com

Disclaimer

The information in this document is provided in connection with CionSystems products. No license, express
or implied, to any intellectual property right is granted by this document or in connection with the sale of
CionSystems products. EXCEPT AS SET FORTH IN CIONSYSTEMS’ LICENSE AGREEMENT FOR THIS PRODUCT,
CIONSYSTEMS INC. ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR
STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING BUT NOT LIMITED TO THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO
EVENT SHALL CIONSYSTEMS INC. BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS,
BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS
DOCUMENT, EVEN IF CIONSYSTEMS INC. HAS BEEN ADVISED IN WRITING OF THE POSSIBILITY OF SUCH
DAMAGES. CionSystems may update this document or the software application without notice.

Microsoft

GOLD CERTIFIED

; Partner
CionSystems

CionSystems Inc
6640 185" Ave NE,
Redmond, WA-98052, USA

www.CionSystems.com

Ph: +1.425.605.5325

This guide is provided for informational purposes only, and the contents may not be reproduced or
transmitted in any form or by any means without our written permission.
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