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Basic Requirements to Install Cionsystems Products

Webserver (11S)>Webserver(lIS) provides a reliable ,manageble and scalable webapplication
Infrastructure

Common HTTP Features - Common HTTP Features supports basic HTTP Functionality such as
delivering standard file formats and configure custom server properties

Management tools = Management tools provide infrastructure to manage a webserver that runs 1IS 7
11IS6 Management compatibility=>11S 6 Management compatibility provides forward compatibility for
Your applications and scripts that use two IIS APIs, Admin Base object

11S 6 Meta base compatibility = 1IS6Matabase Compatibility provides infrastructure to query and
configure the metabase so that you can run application and scripts migrated from earlier versions of 1IS
that use Admin Base Object and Active Directory Service Interface (ADSI)

11S 6 WMI Compatibility=>11S6 WMI Compatibility provides Windows Management Instrumentation
(WMI) Scripting Interfaces to programmatically manage and automate tasks for IS 7.0 Webserver. From
a set of scripts that you created in the WMIProvider, This service includes the WMI CIM Studio, WMI
Event Registration, WMIEventviewer and WMI Object Browser tools to manage sites.

1IS Management Console = IS Management Console Provides infrastructure to manage 11S7 by using a
user interface .You can use the 1IS Management console to manage a local or remote Webserver that
runs 11IS7.To Manager SMTP; you must install and use the 11S6 Management Console.

ASP.NET-->Provides a server side object oriented programming environment for building Websites and
Web applications using managed code.

The above Features are basic requirements to install Cionsystems Applications in Windows Server
2008R2/Windows Server 2012 R2/Windows Server 2016 .Based on OS Versions some other extra roles
and features need to be install please find the below details in detail for each Operating system
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IIS Configuration in Windows Server 2008 R2

1. Configure the IIS with webserver and Common HTTP Features as (Static Content)

E_Gerver Manager

- [Of x|

| Features
Dizgnostics

| Configuration
2 storage

Confirmation

= i
"{:z’ Select Role Services

Select the rale services ko install For Web Server (115):
Raol i

File Action View Help

ks 2 A sl |

T Server Manager (Tt PR NN e [x] ;
3 Roles _

Description:

Progress = |5 we Server (Installed) 7| U56 Management Compatibility
praovides forward compatibility for
Results (= (6] Common HTTP Features (Tnstalled) your applications and scripts that use
— — — the twio 115 APIs, Admin Base Object
[] Default Document (ABO) and Active Directory Service
[ Directary Brawsing Interface (ADST). You can use existing
’: HTTP Errars 115 6 scripks ko manage the 11S 7 Web
["] HTTP Redirection SErvEr:
[] webDAY Publishing
= [ Application Development
[] asP.MET
["] .MET Extensibility
ASP
[ car
[] 15API Extensions
[] 154P1 Filters
[] server Side Includss
=l [ Health and Disgnastics
["] HTTP Logging
[] Logging Tools
[] Request Monitor
[71 Tradna = |
IMore about role services
<rrevions | wees | el | [ concel ]

|>... -

b oot b o

Server Side Includes Mok installed

2. Select Management Tools under Management tools IIS Management Compatibility IS 6 Mata base
compatibility and 1IS 6 WMI Compatibility

E___Eerver Manager

File Action Wiew Help

R ke A

=ld

5" Roles

i Features
Diagnostics
if} Configuration
=5 Storage

Confirmation

Progress

Results

] .
HI{:E Select Role Services

Select the rale services ko install for Web Server (I1S):
Rale services:

[] 115 Client Certificate Mapping Authentication
[] URL Authorization
[] request Filkering
’: IP and Domain Restrictions
= [ Performance
[] static Content Compression
=

F W& Management Tools {Installed)

E 115 Management Consale

[] 115 Management Scripts and Toals
l: Management Service

115 £ Metabase Compatibiliy (Installed)
115 & WI Compatibility (Installed)
115.A.5erinking Tool

[] 15 & Management Console
= [ FTP Server
] FTP Service
[] FTP Extensibiity
[] 115 Hostable Web Core

More about role services

= Previous

[ |

[HEXE >

N Server Manager (Tt (RTINS

Description:

115 & Management Compal Y
provides Forward compatibility For
your applications and scripts that use
the twa 115 APIs, Admin Base Object
(ABO) and Active Directory Service
Interface [ADSI), You can use existing
115 6 scripts ko manage the 115 7 Web
server,

Install

| Cancel I

Dafrack i

Server Side Includes

i shlad whils wizsrd in e

Mot installed
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3. To configure IIS in Windows server 2008 r2 as mentioned above, we required only the above features

along with .Net features as mentioned below

Remove Features Wizard

5
= Select Features
%=

Features:

Confirrmation

To remove one or more installed Features From this server, clear their check boxes.,

Descripkion:

Progress

Resulks

T+ W LTy Ll =1|[=T
[E Background Inteligent Transfer Service (BITS)
EBitLacker Drive Encryption (Mot Installed)
BranchiZache (Mot Installed)

Connection Manager Administration kit (Nok Installed)
Deskbop Experience (Mok Installed)

Directfccess Managemeant Console (Mot Installad)
Failower Clustering (Mot Installed)

Group Policy Management

Ink and Handwriting Services (Mot Installed)

Intermet Printing Client (Mot Installed)

Internet Storage Mame Server (Mok Installed)

LPR Part Monitor (Mot Installed)

Message QueUing

Multipath I/ (hok Installed)

Mebwark Load Balancing (kok Inskalled)

Peer Mame Fesolution Prokocol (Mot Installed)

al

More about features

= Presvious |

Cuality windows Audio Yideo Exneriencel (Mot Installeilll

Microsoft MET Framework 3.5.1
combines the power of the MET
Framewark 2.0 APIs with new
technalogies For building applications
that offer appealing user interfaces,
praotect your customers' personal
identity information, enable seamless
and secure communication, and
provide the ability bo model & range of
business processes.

|»

3

Remawve | Cancel I

[ext = |

The same Features are Sufficient to Configure IIS in Windows Server 2008 r2 with Local database and

Remote database in Windows/SQL Authentication Modes

Note: To host applications and to open 1IS Manager we need to select 1IS Management Console in

Management tools
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IIS Configuration in Windows Server 2012 r2

1. Configure the IIS with webserver and Common HTTP Features by Checking
(StatiContent,DefaultDocument) Options as below

2. In Security Options | Selected Request Filtering Options as shown below

[ Remove Roles and Features Wizard == -

DESTINATION SERVER

Remove server roles di.maverickorg

To remove one or more installed roles from the selected server, clear their check boxes.

Before You Begin

Roles Description
PR M ~ Security provides infrastructure for
securing the Web server from users
Request Filtering and requests. IS supports multiple
authentication methods. Pick an

appropriate authentication scheme
based upon the role of the server. Hide
Filter all incoming requests, rejecting
without processing requests that
match user defined values, or restrict
requests based on originating
address space.

thentication (Not installed)
b [m] Application Development _ 1 ii All Servers 1
3 FTP Server (Not installed) - I
= Forat

3. In Application Development Move ahead with ASP.NET 3.5 and ASP.NET 4.5 By Selectint these
Features It will auto select other Options as .Net Extensibility 3.5 and.Net Extensibility 4.5 along with this
ISAPI Extensions and ISAPI Filters will be auto check as shown below

Dashboard WELCOME TO SERVER MANAGER
Local Server [ Remove Roles and Features Wizard == -

i
ii All Servers
[

DESTINATICN SERVER

fileandStorad  Rernove server roles gmaverckorg

To remove one or more installed roles from the selected server, clear their check boxes.

EBafore You Bagin

Server Selection Roles Description
) . R o ~|  Common HTTP Features supports
P Volurne Activation Services (Not installed) basic KTTP functionalty, such 55
4 [ [B] Web Server (IIS) delivering standard file formats and

4 5] Web Server configuring custom server
= properties. Use Common HTTP
4 = Features to create custom error
Default Document messages, to configure how the
server responds to requests that do
not specify a document, or to

H Errors { 3 ) ;
automatically redirect some requests
Static Content to a different location,
5 asialled _
stalled .
=
b Health and stalled) 1 BiE All Servers 1
3 Perform } I
b [E] Security @ Manageability
I [H] Application Development Events
v
< " ? Services
Performance
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WELCOME TO SERVER MANAGER

= Remaove Roles and Features Wizard = -

DESTINATION SERVER

=

s Remove server roles

Before You Begin To remove one or more installed roles from the selected server, clear their check boxes.

Server selection Roles Description

~ Application Development provides
i infrastructure for developing and

- § hosting Web applications. Use these
features to create Web content or
NET Extensibility 3.5 extend the functionality of IIS. These
technologies typically provide a way
NET Extensibility 4.5 to perform dynamic operations that
Application Initialization (Not installe result in the creation of HTML
output, which IIS then sends to fulfill
client requests.

Features

P (Mot installed)
ASP.NET 2.5
ASPNET 4.5

CGl (Not install

ISAPI Extensions 1 All Servers 1

Manageability

Events

< L ’ Services

Performance

= EIote e BPA results

4.Now in Management tools select 11IS6 Management Compatibility along with IIS 6 Mata base
compatibility and 1I1S 6 WMI Compatibility options as shown below

'WELCOME TO SERVER MANAGER

cal Server (= Remove Roles and Features Wizard -

| Servers

DESTINATION SERVER

eandStorag.  Remove server roles dmaverickorg

Before You Begin To remove one or more installed roles from the selected server, clear their check boxes.

Server Selection Roles Description

— - ~| 1S 6 Metabase Compatibility
provides infrastructure to query and
configure the metabase so that you

Features

3 FTP S t inst:
can run applications and scripts
4 | [E) Manzgement Tools migrated from earlier versions of 1S
15 Management Console (Not installed) that use Admin Base Object [ABO) or
Active Directory Service Interface
(ADSI) APIs.
1 All Servers 1
Manageability
Events
< "' : Services
Performance
Remow
EIs BPA results

5. Now IIS is configured with the above options.

Copyright© CionSystems Inc., All Rights Reserved Page 7




To Install Applications with same IIS Configurations by choosing Local and Remote databases in
Windows and SQL Authentications, these features are Sufficient.

Note = To host applications and to open IIS Manager we need to select IS Management Console in

Management tools

IIS Configuration in Windows Server 2016

1. Go to server manager select server roles Click on web server. Select the below options under

Common HTTP features.

Server Manager * Dashboard @V Mg Took

'WELCOME TO SERVER MANAGE

Dashboard fZ Add Roles and Features Wizard

Local Server
DESTINATION SERVER
Al Servers o cd Select server roles inio 18 maverciorg
File and Storage Services P
s 'QUICK START Before You Bagin Select one or more roles to install on the selected server.
5
= Installation Type Roles Description
3 Server Selection || Volume Activation Services . Common HTTP Features supports
B er Roles 4 W] Web Server (IIS) (12 of 43 installed) basic HTI'P functiona.lity, such as
WHAT'S NEW 3 4 [W] Web Server (9 of 34 installed) dehv.arm.g standard file formats and
4 ures PR IRCommon HTTP Features (2 of 6 installed configuring custom server
propeties. Use Common HTT?
5 T rectey Bro NG Features to create custom error
= [] HTTP Errors messages, to configure how the
[ Senc content nnstanea ] server responds to requests that do
LEARN MORE ] HTTP Redirection not specify a document, or to
[ WebDAV Publishing automatically redirect some requests
I [] Health and Diagnostics to a different location.
- [] Performance
RR?LF: ANSD SERNER ﬁnousps © [W] Security {1 of 9 installed)
w3 || Smger=l [ SEs i (W] Application Development (6 of 11 installed
) 1 [] FTP Server
'r. File and Storage - [m] Management Tools (3 of 7 installed)
Services [ Windows Deployment Services
3 [] Windows Server Essentials Experience
(P Manageahilitv ] oL Llndat,

2. Under Security option select Request Filtering.
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Server Manager * Dashboard @ Manage  Tools

WELCOME TO SERVER MANAGE| = 44 Roles and Features Wizard

[DELLLLET]
i Local Server
- DESTIMATION SERVER
i AllServers o cd Select server roles ek
B File and Storage Services P
@ 1S QUICK START Before You Begin Select one or more roles to install on the selected server,
= Installation Ty Roles Description
5 Server Selection || Volume Activation Services ~ Security provides infrastructure for
= 4 [W] Web Server (IIS) (12 of 43 installed) securing the Web server from users
WHAT'S NEW — 4 [W] Web Server (9 of 34 installed) and requests. IS supports multiple
4 Eeatles I [W] Common HTTP Features (2 of 6 installed) authentication methods. Pick an
1 [] Health and Diagnostics appropriate authentication scheme
s based upon the role of the server.
- Filter all incoming requests, rejecting
without processing requests that
LEARN MORE - ) match user defined values, or restrict
[ Centralized SSL Certificate Support requests based on originating
[] Client Certificate Mapping Authenticatit address space.
[ Digest Authentication
R R R RO [] 1IS Client Certificate Mapping Authentic
Roles: 2 | Server groups: 1 | Servers [ 1P and Domain Restrictions
) [] URL Autharization
File and Storage [ Windows Authentication
Services p [m] Application Development (6 of 11 installed
- v [] FTP Server
® Manageability b ] Mar Tools (3 of 7 installed]

3. Below are the mandatory features for the Installation our applications.

Server Manager * Dashboard z Manage  Tools
WELCOME TO SERVER MANAGE| f Add Roles and Features Wizard
i Local Server
DESTINATION SERVER
All Servers o Cq Select server roles win2016.maverick org
ii File and Storage Services b
s QUICK START Before You Begin Select one or more roles to install on the selected server.
< Installation T Roles Description
3 b || Performance ~ Application Development provides
= I W] Security (1 of 9 installed) infrastructure for developing and
WHAT'S NEW PRI 1BAoolication Develobment (6 of 11 installed| hosting Web applications. Use these
- | .NET Extensibility 3.5 {Installed) features to create Web content or
»| NET Extensibility 4.6 {Installed) extend the functionality of IIS. These
5 [] Application Initialization technologies typically provide a way
[ asp to perform dynamic operations that
| ASP.NET 3.5 (Installed) result in the creation of HTML
LEARN MORE | ASP.NET 4.6 (Installed) output, which lIS then sends to fulfill
O cal client requests.
| ISAPI Extensions (Installed)
ROLES AND SERVER GROUPS EI ARt Flter (Instelec)
Roles:2 | Servergroups:1 | Servers [ WebSocket Protacol
7 v [] FIP Server
File and Storage - [®] Management Tools [3 of 7 installed)
Services ] Windows Deployment Services

4. Under IS Management Compatibility, select these three features.
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- ﬂ\E:) I r Manage Tools

Dashboard [& Add Roles and Features Wizard

i Local Server
= DESTINATION SERVER.
i Al servers 0 cd Select server roles VinZ01 G maverickong
W% File and Storage Services P
i® s QUICK START Before You Begin Select one or more roles to install on the selected server.
= Installation Type Roles Description
3 Server Selection 4 M| Web Server (9 of 34 installed) A 1S 6 Management Compatibility
= ' [W] Common HTTP Features (2 of 6 installed) provides forward compatibilty for
WHAT'S NEW . [ Health and Diagnostics your applications and scripts that
4 Features b [] Performance use the two IS APIs, Admin Base
© [W] Security {1 of 9 installed) Object (ABO) and Active Directory
5 1 [ Application Development (6 of 11 installed) Service Interface (ADSI). You can use
- b [ FTP Server existing IIS 6 scripts to manage the
4 W] Management Tools (3 of 7 installed) 1IS 10 Web server.

LEARN MORE [] 11S Management Console
PELIYIS 6 Management Compatibility (3 of 4 instal
I | 11S 6 Management Conscle (Installed) I

ROLE?AND SERVER GROUPS —= crm
Roles;2 | Servergroups:1 | Servers =

. L TS Management ocnpes ang 1001
=u File and Storage
R

[] Management Service

5. The above Features are Sufficient to Install our applications but to host applications and to open
IIS Manager we need to select IIS Management Console in Management tools as shown below,
this option need to be select in Windows server 2008R2/Windows server 2012 R2/Windows

server 2016.
= Remowe Rales and Features Wizard == -
Remove server roles T en s com

To remove ane or more installed roles from the selected server, clear their check boxes.

Befora You Begin

Server Selection Roles Description
VIS SLLUIVORILT T ITIWIRES (1L 113 Lansuy rs 15 & Wil Compatlblllty pFCIVidES
Faatures 4 [H] Web Server (II15) Windows Management

b [W] Web Server Instrumentation (WMI) scripting

Confirmation interfaces to programmatically
TO Cammar (haf mctallad)
b FTP Server (Not installed] manage and automate tasks for IS
A Management Tools 8.5 Web server, from a set of scripts

1IS Management Console that :,rou cre:lated ir? thle WHI
provider, This service includes the

4 anagement Compatibility WMI CIM Studio, WMI Event
15 6 Metabase Compatibility Registration, WMI Event Viewer, and
IIS & Management Console W ijgct Browser tools to
T ) ) _ manage sites.
S 6 Scripting Tools (Mot installed)
(RIS 6 WM Compatibilityl

115 Management Scripts and Tools

(Mot installed)

Management Service

Wind ces (Mot installed)

s Deployment Se

Wi e e S arear
Windows Serve

Essentials Experience (Mot installe o,

< i >

< Previous | | Mext > Remove Cancel
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SQL 2014/ SQL 2016 Configuration with Windows Authentication

Open the SQL manangement Studio login with sa acccount and click on the login in the new login

Add the domain user with local admin rights in the new login.

A2 Microsoft SOL Server Management Studio (Administrater)
File Edit View Debug Tools Window Help

P i~ (5 bl @ | L NewQuey (iRt 6 a9 -0 -L-5 | p | %

Object Explorer > 1 x

Connect~ 3 ) m F [2] \5

5 [ WIN2O16 (SQL Server 12.0.5000.0 - sa)
[ Databases

= 3 Security

S} Login=
X
& 5 Filter >
N O T —
Y Start PowerShell
& | Reports 3
Al ——
A Refresh
A NT SERVICE\Winmgrmt
A sa

[ Server Roles

3 Credentials

3 Cryptographic Providers
3 Audits

3 Server Audit Specifications
3 Server Objects

3 Replication

3 AlwaysOn High Availability
3 Management

1 Integration Services Catalogs

[ % SOL Server Agent (Agent XPs disabl

H®H B

H B

Click on search button.

"5?

File Edit View Debug Tools Window Help

8 - - o p T

il il 5 | 2 NewQuery [ 53 68 5[5 Lagin - New _ o x
Object Explorer > 0 x Selecta page ‘SSCHDT . L’jHeIp

4 General
2 Server Roles
L2 User Mapping Login name 1 Search...
#4 Securables
14 Status

Connect~ 3 @ m F g £
= [ WIN2016 (SOL Server 12.0.5000.0 - sa)

[ Databases

= 3 Security

= [J Logins

##M5_PolicyEventProcessing
##MS_PolicyTsqlExecutionly
MAVERICK\administrator
NT AUTHORITY\SYSTEM
NT Service\MSSQLSERVER
NT SERVICE\SCLSERVERAGE|
NT SERVICENSCLWriter
NT SERVICE\Winmgmt
sa
3@ Server Roles
[ Credentials
3 Cryptographic Providers

(® Windows authentication
() SQL Server authentication

Pphppppbb

() Mapped to certificate
() Mapped to asymmetric key
[] Map to Credential

[ Audits ] o Connechion

|§_'| Senéel;.ALLdlt Specifications Server: Mapped Credentials Credential Provider
erver Ubjects WIN2016
1 Replication i
[ AlwaysOn High Availability Comnection:

3 Management

[ Integration Services Catalogs 2 Mew connection propetties
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Click on locations button.

B
File Edit View Debug Tools Window Help

v o G | Newuey [y o i G ||

Dbject Explorer > 1 x
Connect~ @ @) m g;

Select User or Group

[ Management
[ Integration Services Catalogs

8 rceuc 5 ry PRV TN T

&7 View connection properties

= (b WIN2016 (SOL Server 12.0.5000.0 - sa) 1 Select this object type: :I
[ Databases |User or Buittin security principal | Object Types...
=23 f;ct'it)f 3 From this location:

= ogins
f_f}‘g##MS_Polic)rEventProcessing |WIN2D1G | Locations... |
&, 22MS_PolicyTsqlExecutionL Enter the object name to select (examples):
A MAVERICK\administrator | Fheck Names
A NT AUTHORITVASYSTEM
A NT Service\MSSOLSERVER
A NT SERVICE\SOLSERVERAGE|
A NT SERVICE\SQLWriter Advanced... OK Cancel
A NT SERVICE\Winmgmt
A sa
3 Server Roles (©) Mappedto certficate
[ Credentials X
3 Cryptographic Providers © Mappedto asymmetic ey
£3 Audits [ [] Map to Credential
3 Server Audit Specifications Server Mapped Credentials Credertial Provider
[ Server Objects WINZmE
[ Replication
3 AlwaysOn High Availability Connecton.

Search..

Select the domain name and click on OK button as shown below

2
File Edit View Debug Tools Window Help
Fil- - 15 e o | Newouey [ 131 |
Object Explorer v L x
Connect~ 30 31 m T 2] .5
B [ WIN2016 (SQL Server 12.0.5000.0 - sa)
[ Databases
= [ Security
= [d Logins
£, 22MS_PolicyEventProcessiny
##MS_PolicyTsqlExecutionLy
MAVERICK\administrator
NT AUTHORITV\SYSTEM
NT Service\MSSQLSERVER
NT SERVICE\SQLSERVERAGE]
NT SERVICE\SQL Writer
NT SERVICE\Winmgmt
sa
[ 3 Server Roles
3 Credentials
[ Cryptographic Providers
[ Audits [
(23 Server Audit Specifications oo Mapped Credentials e e
[ Server Objects WiN201E
(3 Replication
(3 AlwaysOn High Availability
3 Management
Integration Services Catalogs
[ SOL Server Agent (Agent XPs disabl

Locations X

Select the location you wart to search.

Location:

WIN2016
] Entre Directory

o o)

PPl

[ Map to Credential

Connection:
sa

3 View connection properties

Ready Defauit database master

Defautt language

Search.

S e e L
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Type the User name which has been assign the local admin rights and click on OK button.

2
File Edit View Debug Tools Window Help
- T e | NewQuey [ b8 1B
Object Explorer v L x
Connect~ 30 31 m T 2] .5
B [ WIN2016 (SQL Server 12.0.5000.0 - sa)
[ Databases
= (3 Security
= 3 Logins
£, 22MS_PolicyEventProcessiny
##MS_PolicyTsqlExecutionL|
MAVERICK\administrator
NT AUTHORITV\SYSTEM
NT Service\MSSQLSERVER
NT SERVICE\SQLSERVERAGE
NT SERVICE\SQLWriter
NT SERVICE\Winmgmt

a - e e (6] - -

Select User, Service Account, or Group X

Select this object type:

[ Useror Buitin sscurty prncipal | | Osiect Types.. [ 00 searh.

From this location

‘mavenck org ‘ et

Enter the object name to select (examples]
| Check Names

Advanced

bbb

& sa
[ Server Roles
[ Credentials
(3 Cryptographic Providers
3 Audits
3 Server Audit Specifications
@ 3 Server Objects
[ Replicaticn
(3 AlwaysOn High Availability
[ Management
(3 Integration Services Catalogs
[ QL Server Agent (Agent XPs disabl

(O Mapped ta certificate

(O Mapped to asymmetric key
[ Map to Crederitial

‘Connection

Mapped Credentizls Credential Provider

Server:
WIN2016

Connection:
sa

= View conneclion properties

master

Defautt database:

<default>

Defaut language

Select server roles Option for the selected user and check the option dB creator and sysadmin in Server
Roles.

g
File Edit View Debug Tools Window Help

PG - 5 @ | A Newauey [ 65 i 5 |

ElEET JOLn

5 Login- New - o X

Object Explorer -1 x e [T
Connect~ 3 3! m T ] 5 7 General
Bl Server Roles

[ WIN2016 (SOL Server 12.0.50000 - 52
(21 Databases

2 User Mapping Server rols is Used to grant serverawide securty privileges to a user

% Securables

= (3 Security A Status
= 3 Legins Server roles:

&, #2M5_PolicyEventProcess (] bukadmin
&, #2MS_PolicyTsqlExecutionL %
A MAVERICK administrator 9 processacinin
£ NT AUTHORITY\SYSTEM & public
A NT Service\ MSSOLSERVER (] securtyadmin
A NT SERVICE\SQLSERVERAGE, [ serveradmin
£ NT SERVICE\SQLWriter %Seﬁuﬂdad_m‘”
A NT SERVICE\Winmgmt Sysadmin
A sa

[ Server Roles

[ Credentials

(23 Cryptographic Providers
[ Audits

(3 Server Audit Specifications

‘Connection

Server:
WIN2016

Connection:

(3 AlwaysOn High Availability
L3 Management

Integration Services Catalogs

£ SQL Server Agent (Agent XPs disabl

3] View connection properties

Ready
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Select User Mapping Option for Selected User and check the box of database for example
CION_AD_MANAGER or AD_SELF_SERVICE etc, select the db owner option.Make a Note that If the
applications are already Installed then this will show the db name othewise leave it.

=
File Edit View Debug Tools Window Help
§El - 5 b @ | oL NewQuey [ )
Object Explorer > o x
Connect~ ¥ 4 m T [2] .5
= [ WIN2016 (SOL Server 12.0.5000.0 - sa)
[ Databases
= 3 Security

L Logins
&, #M5_PolicyEventProcessin,

[ Login - New
5‘;“:}2‘;’? G serpt ~ [ Help
1R Sarver Roles

] User Mapping Ussis mspped to this login
g gewmbles Database User Defaut: Schema
L Status CION_AD_MANAGER .. MAVERICK\Wiliam

master

MFA_SELF_SERVICE

modsl
meds
tampds

i
i
=
7
o
e
2
i
E-8
o
a
5
=)
5
[l

MAVERICK\administrator
NT AUTHORITY\SYSTEM
NT Service\MSSQLSERVER
NT SERVICE\SOLSERVERAGE]|
INT SERVICE\SQL Writer
NT SERVICE\Winmgmt
sa

PP bPPpb

[Z3 Server Roles

3 Credentials

3 Cryptographic Providers
(3 Audits

3 Server Audit Specifications

Database role membership for: CION_AD_MANAGER_PRO
[ db_accessadmin

Connection

Server. db_backupoperat
Server Objects [ db_backupoperator
’ WIN2016 [ db_datareader
Replication i
. Connection L] db_datawriter
[ AlwaysOn High Availability o 1 b i

[ Management
[ Integration Services Catalogs

db_d: atareads
2 Vewcomestonposaties || g e

£ SOL Server Agent (Agent XPs disabl db_onner
B e [] db_securtyadmin
public

Select the check box master Option in User Mapping Only under that select the option db_ owner as
shown below

i
File Edit View Debug Tools Window Help

§51 ]~ 5 b @ | L NewQuey [y 0 1 (55 |

5 Login- New - o x

Object Explorer v 1x Selecta page 5 Serpt v I Help
Connectr 3 %) m T 2] 5 14 General
- 157 Server Roles
1 [ WIN2016 (SQL Server 12.0.5000.0 - s3) 42 User Mapping Users mapped to this login
=] Satabases ;: Securables Map  Database User Default Schema
= [ Security & Status CION_AD_MANAGER_.  MAVERICK\Wiliam
£ 3 Logins

master MAVERICK\William
MFA_SELF_SERVICE

model
msdo
tempds

&, #MS_PolicyEventProcessin,
&, #$M5_PolicyTsqlExecutionL|
MAVERICK\administrator
NT AUTHORITY\SYSTEM
NT Service\MSSQLSERVER
NT SERVICE\SQLSERVERAGE|
NT SERVICE\SQL Writer
NT SERVICE\Winmgmt
sa

[ Server Roles

3 Credentials

[ Cryptographic Providers
[ Audits

[0 Server Audit Specifications

PPk

Database role membership for: master
[] db_accessadmn

Connection

Server db_backupeperstor

[ Server Objects WINTO1E Edh_da\ara:dzr

[ Replication - N
AlwaysOn High Availabil Connaction i

[ AlwaysOn High Availability = ] db_ddlacmin

[ Management
[ Integration Services Catalogs

db_dk atareads
) Vowcomacton posaties | gy

T SOL Server Agent (Agent XPs disabl db_ownsr
B gent g [ db_securityadmin
public
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Click on OK button. Right click on the database and refresh it.

=
File Edit View Debug Tools Window Help

Dl s ol G el e | S NewQuery [y o o) |
Object Explorer v L x
Connect~ 30 31 m T 2] .5

= [ WIN2016 (SQL Server 12.0.5000.0 - sa)

- S e (6] - o

ogin - New -
Login - N o x
Selecta page o 5

Sert = 74 Hel
4 General Ssavt ~ I Hep
3 Server Roles
[y User izpping

Users mapped to this login

) Detabases L Securables Database User Defaut Schema
= & Searly i S CION_AD_MANAGER_ . MAVERICK\Wiliam
= [ Logins ’

B, #2MS_PolicyEventProcessing master MAVERICK Willam
8, #2MS_PolicyTsglExecutionL []  MFA_SELF_SERVICE
A MAVERICK\administrator [0 model
A NT AUTHORITV\SYSTEM [0 msdb
& NT Service\MSSOLSERVER [0 tempch
A NT SERVICE\SQLSERVERAGE|
A NT SERVICE\SQL Writer
A NT SERVICEWinmgmt
A sa
[ Server Roles
[ Credentials

3 Cryptographic Providers
3 Audits
3 Server Audit Specifications

Database role membership for: CION_AD_MANAGER_PRO
[] do_sceessadnin

‘Connection

Server: db_backupoperator
(3 Server Objects WIN2016 Ed;mmidi,
[23 Replication -
Ay High Availabil Connestion L] db_datawrter
(23 AlwaysOn High Availability - [] db_ddisdmin

[ Management
(3 Integration Services Catalogs

db_d lataread:
) Vo comscton ompatien | (] o-priaeads

£ SOL Server Agent (Agent XPs disabl db_owner
® e [] db_securtyadmn
pubiic

As mentioned above we can add domain users (Local Admin) details who are trying to install our

applications in Windows Authentication in Local PC or Accessing database remotely from another
system need to follow the same steps in SQL.

After Installing application with windows Authentication if you get below Error then we have to give
some permission

ttp://localhost/ActiveDirectoryManager/UserLogin.aspx?ReturnUr!

Lvl‘\l,ﬁn - C‘ (Sear:h.‘. 0~ ‘ © A

| & Access to the path ‘Cawin... x [ |
File Edit View Favorites Tools Help
54 €] Lepide

Server Error in '/ActiveDirectoryManager' Application.

Access to the

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it
originated in the code

Exc Details: System.U 1o the path 'C:\Windows\system32\awin_dfax_mnew 1.4.30.xml is densed
ASP._NET is not authorized to access the r resource. C > access nights to the resource to the ASP NET request identity. ASP NET has a base process idenfity
(typically {MACHINE}\ASPNET on §S 5 or Network Service on IS 6 and IS 7, and the configured application pool identity on S 7.5) that is used if the is not imper ing_ If the

appiication is impersonating via <identity impersonate="true"/>, the idenfity will be the anonymous user (typically IUSR_MACHINENAME) or the authenticated request user.

To grant ASP.NET access to a file, right-cick the file in File Explorer, choose "Properties™ and select the Security tab. Cick "Add™ to add the appropriate user or group. Highight the ASP NI
account, and check the boxes for the desired access

Source Error:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and
location of the exception can be identified using the exception stack trace below.

Stack Trace:

Copyright© CionSystems Inc., All Rights Reserved Page 15




Right click on C drive and select properties and go to security tab and click on Advanced button as shown

below

= | E} = | Drive Toals This PC == =

Computer e Manage N 0

w0 Favorites 4 Folders (B)

=
£

=L

T

»
‘_ Hetwork t Pictures

Qiterms 1 itern selected
EBEPA Tesufis BPA Tesulis BPA Tesul

T [y This P v & | | Search This e 2]

Desktap — Local Disk (C:) Properties -

Downloads l Desktap

Recent places

Documents

| Shadow Caopies | Previous Yersions I Guota ‘
| General I Tools I Hardware I Sharing | Securty

{;
his PC ]“ Downloads m Musie Obijgct name: T4

Giroup or user names:
FrI;C

2,5 vSTEM
%Admmlslralors [SFBE \administratars)
B2, Users [SFEEWUszers]

Videos

4 Devices and drives (3)

Hide

- Local Disk {C:)
~ y Floppy Disk Drive (43 .-
= v 65,4 GE free of 79, Ta change permissions, click Edit

Permissions for CREATOR
NER

$a
$ VD Drive (D) ol Allows Deny
= Full control ~
Madify

Fead & execute

List folder contents
Read
“frite

w
rarisl

Far special permissions of advanced settings,
dlick Advanced.

In Advance Security setting tab click on Add and Select iusr and give full control permissions and click on

apply button after clicking on apply it display the following message as below

i )

Acvanced Security Settings for Local Disk {C:) I;Ii-

MNarme! C:\
Ouyrier: TrustedInstaller '\‘;' Change
Perrnissions Auditing I Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Perrnission entries:

Type Principal Access Inherited from Applies to
i!, Allow SYSTEM Full control Mone This folder, subfolders and files
% Allow Administrators (SFEEVAdmini...  Full control Meone This felder, subfolders and files
i!, Allow Users (SFBE\Users) Read 8 execute Meone This folder, subfolders and files
52, Allow Users (SFBE\Users) Create folders / appen...  Mone This folder and subfolders
i!, Allow Users (SFBE\Users) Create files / write data Meone Subfolders only
[ 2dd | [ Remowe | [ Edit

[C1Replace all child abject permissian entries with inheritable permission entries from this abject

QK | | Cancel | | Apply

[8]

[ Tl
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Windows Security |

¥ou are about ko change the permission settings on the rook
% directary of the startup disk, which can result in unexpected
access problems and reduce security, Do you want to conkinue?

Click on Yes, some popups will display as below

Windows Security

Error Applying Security
l An ermar occurred while applving zecurity infarmatian ko
.
C:hpagefile.sys

The process cannot access the file because it iz being used by
another process.

| Confinue I Cancel

Click on Continue for all popup messages until process finish and click on OK button.

Do iisreset and then try opening the application.

Copyright© CionSystems Inc., All Rights Reserved

Page 17




Contact Notes:

For technical support or feature requests, please contact us at Support@CionSystems.com or
425.605.5325

For sales or other business inquiries, we can be reached at Sales@CionSystems.com or
425.605.5325

If you'd like to view a complete list of our Active Directory Management solutions, please visit us
online at www.CionSystems.com

Disclaimer

The information in this document is provided in connection with CionSystems products. No license,
express or implied, to any intellectual property right is granted by this document or in connection with
the sale of CionSystems products. EXCEPT AS SET FORTH IN CIONSYSTEMS’ LICENSE AGREEMENT FOR THIS
PRODUCT, CIONSYSTEMS INC. ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS,
IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING BUT NOT LIMITED TO THE
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-
INFRINGEMENT. IN NO EVENT SHALL CIONSYSTEMS INC. BE LIABLE FOR ANY DIRECT, INDIRECT,
CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION,
DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF
THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF CIONSYSTEMS INC. HAS BEEN ADVISED IN
WRITING OF THE POSSIBILITY OF SUCH DAMAGES. CionSystems may update this document or the
software application without notice.

_ Microsoft

GOLD CERTIFIED
CionSystems Partner

CionSystems Inc
6640 185" Ave NE,
Redmond, WA-98052, USA

www.CionSystems.com

Ph: +1.425.605.5325

This guide is provided for informational purposes only, and the contents may not be reproduced or
transmitted in any form or by any means without our written permission.
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