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Introduction

CionSystems Enterprise Self-Service gives users the ability to securely manage
security, credentials and profile, as well as, reset passwords. This allows administrators to
implement stronger Policies and reduce help- desk workload. Enterprise Self-Service
provides a simple, secure web-based solution that allows users to reset forgotten
passwords and unlock their domain, Microsoft Azure, Google apps, Sales Force, Openldap
and Office 365 accounts. This is done via answering challenge questions or one time
passwords (OTP) presented during the reset process, through email or SMS notifications,

or via interactive voice response.

CionSystems Enterprise Self-Service generates comprehensive audit reports,
including: locked out users, users whose password will expire Soon, and users with expired
passwords. The reports provide a clear picture of the user account status of Active Directory
and Office 365 accounts. Reports can also be scheduled to run automatically and then
emailed to selected individuals or groups. This gives administrators control and supplies

notifications and increases productivity and efficiency.

The Enterprise Self-Service also provides detailed audit features that shows which
accounts, passwords, and parameters were modified, when and by whom. Users can
update their personal information using Enterprise Self-Service’s web based console’s Self
Update feature. In addition, users can self manage their group memberships.
Administrators can grant users controlled access to update Active Directory and Azure

Active Directory/Office 365 attributes, such as contact details, their picture, or location.

Enterprise Self-Service includes an Administrative Portal, Power user portal and User portal.
Administrative users configure the self-service portal, audit, customize the portals, manage
users, and delegate authority via the Administrative Portal. The Administrative Portal also
provides elevated privileges, set access to directory attributes, set scopes of authority, and

the ability to delegate tasks to non-administrators.
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Features

Dashboard

Reports and audit logs

User Management

Group Management - Self Entitlement and Access management

Temporary Group Membership Management

OU Management

Management 3 levels - user, manager and object owner

Delegation and scoping of configuration, search, password reset, account unlock,
etc.

Self Service password reset and account unlock

Password synchronization between local domain, Virtual Directories, OpenLDAP,
Microsoft Windows Azure, Microsoft Office 365, Google Apps, Sales Force, SAP
or any other SaaS, PaaS or on-premise directory or applications

System Requirements

£

CionSystems Enterprise Self-Service Requirements:

e 8GB RAM

¢ 50 MB of disk space.

e Web Browser IE 5.5 or higher.

e Windows Server 2000, 2003, 2008, 2008R2, 2012, 2012R2, 2016

¢ IIS server 5.1 or higher.

e Microsoft .NET 4.0 Framework.

e Optional - Access to Exchange Server 2003, Exchange Server 2007 or higher.
e Access to Windows Active Directory (2000, 2003, 2008, 2012, 2016).

e SQL Server 2008 or higher Full or Express Edition.

e Windows Installer 3.1.

e Optional - For exchange 2007 (or higher) support, please install Exchange 2007

(or higher) management tools on your system.
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Microsoft Azure | Office365 - Install the cmdlets

To begin using the Office 365 cmdlets, they must be installed on the machine hosting
Enterprise Self Service. The requirements for installing the Office 365 cmdlets are as
follows

The following files must be installed
AdministrationConfig-EN.msi
msoidcli_64.msi

Download links: Microsoft Online Services Sign-In Assistant

Windows Azure Active Directory Module for Windows PowerShell (32-bit

version) Windows Azure Active Directory Module for Windows
PowerShell (64-bit version)

To install the cmdlets, double-click the AdministrationConfig.msi file.

The installer will add a shortcut to your desktop and Start menu. Click the Microsoft Online
Services Module shortcut to open a Windows PowerShell workspace with the cmdlets.
Alternatively, you can also load the Office 365 cmdlets manually by typing the following in
Windows PowerShell:

import-module MSOnline

Installation

After registration of the Enterprise Self-service trial version, an email will be sent with the link
to download "EnterpriseSelfServicePortal.msi"

To install from the website:

oulhWN -

. Open email.

. Click on the 'Download Free Trial' button.

. Save "EnterpriseSelfServicePortal.msi" file to the hard drive.

. When the download is complete, go to start > windows explorer.

. Open the file where "EnterpriseSelfServicePortal.msi" file was saved.
. Double click on "EnterpriseSelfServicePortal.msi" file.

Note: You will have hold shift and right click, choose run as administrator on a User control

e

7
8

nabled system.

. Setup process will start.
. Go to step 1 in Installation Wizard.

C

opyright 2017 CionSystems Inc., All Rights Reserved Page 6



http://www.microsoft.com/en-us/download/details.aspx?id=39267
http://go.microsoft.com/fwlink/p/?linkid=236298
http://go.microsoft.com/fwlink/p/?linkid=236298
http://go.microsoft.com/fwlink/p/?linkid=236297
http://go.microsoft.com/fwlink/p/?linkid=236297

Installation Wizard

The Welcome Screen

i'é'a Enterprise Self-Service Portal =]

Welcome to the Enterprise Self-Service Port:
Setup Wizard

The installer will guide you through the steps required to install Enterprise Sel-Service Portal on pour
cornpLber.

WARMIMG: This computer program iz protected by copyright law and international treaties.
IInauthaorized duplication ar distribution of this program, ar any partion of it, may result in severe civil
or crminal penalties, and will be prozecuted to the masinnum extent pozsible under the law.

Caricel ¢ Back et >

1. Click Next.

2. Click Next in System Requirements and Information screen

ii\%“ Enterprise Self-Service Portal =) =] I

Prerequisites
Please make sure the following tems are satisfied before continuing with
Enterprize Sell-Service Portal Instalation. ]

Swystemn Hequirements

- Wincdowes 2000 (or higher), .MET framework 4.0 (or highet) and Windows Insteller 5.1
- Sl Server 2000 for higher) or SQL Server Express 2005
- Zompatible Browe=er: Internet Explorer 5.0 (or higher)

Info you need before proceeding :

* o weill be prompted to provide administrative account deteilz, for 1S Account wused for
ANONYIMOUS ACCess.

* %ou will be prompted to provide the credentials to connect SGL Server for creation of
Database ar use the existing Database. (SGL Authentications Windowys Authentication).

Info needed after installation :

* S0l Server Security Logins must hayve the "ASPRET" (for KP)W "MT AUTHORITY WS STEM!
[for Windowws Server) account and in this account properties make sure that "sysadmin®
Serwver Role =hould be cheched.

* Domains must be added with administrative privileged user accounts in Active Directory.

Cancel | < Back | MNest > I
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jiF Enterprise Self-Service Portal

License Agreement

Fleaze take a moment to read the icense agreement now. |F pou accept the terms below, click '
Agree', then "Mest. Otherwize click "Cancel”.

CIOMNEYSTEMS, INC Enterprise Self-Service EMD USER LICEMSE AGREEMENTH
LAST UPDATED: MOVEMBER 2016

IMPORTAMT: THIS IS & LEGAL AGREEMENT BETWEEN CIONSYSTEMS, INC,
CCIOMNSYSTEMS™ OF "COMPARYT™) AND SELECT USER (EMTITY OR PERSORM,
hereinafter referred to as “voU* QR *voOURY OR “USER™ FOR THE
CIOMNSYSTEMS 30 DAY TRIAL OR FULL WERSION SOFTWARE ("SOFTWARE™)
AWVAILABLE WIA THE CIONSYSTEMS WEBR SITE. PLEASE READ IT CAREFULLY

BEFORE INSTALLING OR USIMG THE SOFTWARE. ll
| Do Mot Agree | Agree
Cancel < Back Mext »

3. Select I Agree.
4. Click Next

fii Enterprise Self-Service Portal

Confirm Installation

The ingtaller iz ready ta inztall Enterprize Self-Service Portal an paur computer.

Chek "Mest" ta start the inztallation.

Cancel < Back Mext >
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5.Click Next.

i%‘a Enterprise Self-Service Portal

Installing Enterprise Self-Service Portal

Enterprize Self-Service Portal iz being inztalled.

Pleaze wait..

Cancel < Back [ et = |

6.Enterprise Self Service will start installing.
7.The IIS Authentication popup will appear. You must enter the IIS Username (in the format:
domain name\administrator) and Password, then Click on OK button

i% Enterprise Self-Service Portal

!EIEE

Installing Enterprise Self-Service Portal

Application Authentication

Pleaze enter user name and password for anonymous access.

User Hame : ||

Paszsword : I

1] I Canicel

Mote :

1. The above credentials are uzed for application o run under thiz user conbest

2. All Services are run under the above credential contest

3. Same zervice account credentialz for database communications in windows authenticatio

Cancel < Back (R [=E
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8. SQL Server Configuration pop up window appears, if you are installing the application for the
first time then click on ‘Create New Database’. In Configuration Details, you can select SQL
Authentication or Windows Authentication.

e For SQL Authentication, enter SQL database server name, select SQL Authentication,
and enter ‘Login’ and ‘Password’ details. Enter valid details and click ‘Test Connection’.
If ‘Test Connection’ displays ‘Connected Successfully’ message, then click on Next.

e For Windows Authentication, enter SQL database server name, select Windows
Authentication, here ‘Login’ and ‘Password’ will be grayed out. Enter valid details and
click “Test Connection’. If ‘Test Connection’ displays ‘Connected Successfully’ message,
then click on Next.

SQL Server Configuration

Fleaze make sure you have the following in place before continng the install
- Aocess to SOL databaze, uzer name and paszword,

{*' Use Existing D atabase
™ Create Mew Databaze

—Provide Configuration Details

Server Marne: ||

Port Mumber. 1433 Default 1433 for TCP

Authentication: ISI]L Server Authentication j

Logir: I

Faszword: I

T est Connechion |

M et | Cancel
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e To connect to remote database that is on a different system please follow the below
steps:
v Enable TCP/IP protocol

v" Add the name of the system where you are installing the application
(domainname\Machinename$) to the SQL server and provide the appropriate

Privileges.
le  Edit  View Tools Window Community  Melp
(NewQuery. | [y | o8 0 U | LY | &2 Bl B | o) o

nnect ~ | 97 87w BT L5 Goript + WY Help
|43 SQLTEST (5QL S0 o' Genersl
[# [ Databases

1 o Server Roles et i I] Search I
E (S Security ' Uset Mapping o

= (4 Logins T Securables + Windows authentication
% o
B, wame | Statuz (" SOL Server authentication
By #am: »
A CION: Paszwold |
A, cron Confim: pasiwore |
A, cron -
A NT AL
ml NT SE Uld password |
%‘NTE[ 7 raffaf (e s Wi id iy
A sa
[+ (4 Yerver Rc W Eeldick raesword aspiinion
1+ [ Cradentia IZ Wer must obonge pessword ot loumn
I+ C v
::‘ ‘j ALGT::UR " Mapped to ceitificats | 7 |
[ [_d Server AL {7 Mapped to aspmmatric key | ;]
4+ [ Server Object y
[ [ Replication I™ Map to Credantial | IZ] (o I
ikl Corroction Mapped Cradentials Ciadantial [ Frovide: |
1 SQL Server A
Swrver
SOLTEST
Connection:

CIONTEST\administrator
AY View connection properties

After adding system account in SQL server logins, Right click on account and modify the
server roles and give the following permission dbcreator, sysadmin, public and click on save.

Microsoft SOL Server Management Studio
le Edit Wiew Tools Window  Community  Help

Q_Neruery L_Ej EE’;‘;EE’;& |:'§3| Lj ﬂ _fﬂ :Ea;_

E Login Properties - CIONTEST',WIN-2982RKONH2I$

=AM "I TR Select apa 5 Script - m Help

—_— =
[ SQLTEST (5qL 52 | =L Benerdl
[ Databases " Server role is used to grant server-wide security privileges to a user.

iect Explorer

Eﬁ User M apping

= [ Security )
%4 Securables

= I}?glns 4 Status .
oy #HRME | = Server roles:
&y #HME ] bulkadrmin
A CIon [ dbcreator
M CIon [] diskadmin
A CIon [] processadmin
A NT AL [wl public
ﬁ MT SE [] securityadmin
| MT SE [] szerveradmin
& :a [ setupadmin

vl zvzadmin

[ Server Rc
[ Credentia
[ Cryprogrs
3 Audits
[ Server AL
[ Server Object
[ Replication
[ Management
[ 5L server a

Server
SOLTEST

Conrection:
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Note:

4 To use ‘Use Existing Database’ radio button, ‘AD_SELF_SERVICE’ database

should be already exist in the selected SQL database server.

or ‘AD_SELF_SERVICE' database already exist in the selected SQL database server and if

you choose ‘Create New Database’ radio button, then old database will be deleted and
new database will be created.

iix. Enterprise Self-Service Portal

=100 x|

Installation Complete

Enterprize Self-Service Paortal has been succezsfully inztalled.

Click "Cloze" to exit.

Pleaze uze Windows Update to check for any critical updates ta the WET Framewark.

Canzel | ¢ Back Cloze

Configuring CionSystems Enterprise Self Service

Configuration of Domain

1. Click windows ‘Start’ button> All Programs> Enterprise Self-Service Portal >

Enterprise Self-Service Portal icon. OR Click Enterprise Self-Service Portal Icon on
desktop.
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: @ http://localhost/ADSelfService/frmLogin.aspx

@ Enterprise Self-Service Portal

@CionSystems

Enterprise Self-Service Portal

Sign in as Administrator
User name: & [

~ Click here for User Login
Password: | ¢y

LOGIN

Copyright © 2016 CionSystems Inc, All rights reserved.

The login screen will open in the default web browser. To login on to the application for
the first time

. Enter “admin” in the User Name dialogue box

. Enter “admin” in the Password dialogue box

Note: It is recommended that user name and password should be changed after the
application has been launched

QCiOn Systems 3 contactus @ Help [ Logout :; CionSystems

Install Credential Provider

Welcome, admin

Dashboard Reports User Management Customization Administrator Settings

:2 Administrator Settings

& Domain Settings Domain Type: @ Active Directory () Azure AD O OpenLDAP

i BMTP and 5M5 Settings * Dpomain Controller: |ci0|"| B |

* User name: |adm|'nislralcr |

i+ Add your Company Logo

* Domain name:

i Change Password

* Password:

ssL: [
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Enter all required domain details and configure the domain.

Click on Fetch

Enter Domain Controllername.
Domain Name.

Domain User Name.

Domain Password.

:: Administrator Settings

& Domain Settings
i SMTP and SMS Settings
& Add your Company Logo

& Change Password

TVETCOTT I, SRy

User Management Customization Administrator Settings

Domain Type: @ pctive Directory

Azure AD OpenlLDAP

* Domain Controller: |CION-'"' T

* Domain name:

Sem

* User name: |administrator

* Password:

ss: [

ﬂ

O |CION- S

Domain Controllers

Active

Select one controller as primary and click on Save.

Copyright 2017 CionSystems Inc., All Rights Reserved
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gCIOH S}’Stems B contact us 9 Help Logout 9 CionSystems
[EE install credential Provider
Welcome, admin
Dashboard Reports User Management Customization Administrator Settings
:: Dashboard
-| 2008dev3.com @
User Reports Audit Reports
800+~ 800 -
630 ‘ 627
600~ 00—
1
- 43
<Ly 400 |
200- 200
1 0
0 _ = 3 0 ]
AllUsers Soon-To- Password Locked 0 -— V . \
Expire  Expired 0OutUsers Mot Enrolled
Password  Users Enrolled  Users
Users Users
All Users 630 Enrclled Users 3
Soon-Teo-Expire Password Users 1 Not Enrclled Users 627
Password Expired Users 343
Locked Out Users 0

Once Domain Configuration is completed, the dashboard window will appear with a view of
the active directory categories of reports

The added Domain will be primary domain for the application

Adding Office365 Domain to application

e Install Office365 cmdlets

e After installing the build login to the administrative portal (frmlogin.aspx)
o Click on Administrator settings
o Domain settings

e Click on add

e Select Azure AD option
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gClon Systems [ contactus @ Help Logout g CionSystems

==
l-':.l-, Install Credential Provider
Welcome, admin

Dashboard Reports User Management Customization Administrator Settings

:: Administrator Settings

& Domain Settings

_ Domain Type: (O Active Directory ® Azure AD O OpenLDAP
& SMTP and 5MS Settings

+ Add your Company Logo * User name: |on5',rstems.onmicrodoﬂ.com|

& Change Password . R R
* Domain name: |cionsystems.onmicrodoft.col

Il..ll..ll..l[ |

* Password:

e Enter Username, password and click on save

QCIOH Systems 3 contactus @ Help Logout g CionSystems

]
[E2 1nstall credential Provider
Welcome, admin

Dashboard Reports User Management Customization Administrator Settings

:: Administrator Settings

& Domain Settings [ v Domain Added Successfully. l

i SMTP and SMS Settings
Domain Details
i+ Add your Company Logo

i Change Password

|:| 2008dev3.com 2008dev3.com DC=2008dev3 DC=com Primary dit

|:| cionsystems.onmic resoft.com cionsystems.onmicrosoft.com cionsystems.onmicrosoft.com UnLinked Edit

Cloud Details
Add

Mo Records Available

Likewise you can add Microsoft Active Directory or Microsoft Azure Active Directory |
Microsoft Office 365 domains to application.
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Adding Open LDAP Domain to application

QCIOH Systems 3 contactus @ Help Logout g CionSystems

[EEl 1nstall credential Provider

Welcome, admin

Dashboard Reports User Management Customization Administrator Settings

:2 Administrator Settings

- Domain Settings Domain Type: (O Active Directory ) Azure AD ® OpenLDAP

i SMTP and SMS Settings Host name: | RN | Enter ip address here

i+ Add your Company Logo

Domain name: |transfer.com |
i Change Password

| 1anager,dc=transfer,dc=com |

User name:
Ex:cn=usermame,dc=domainName,dc=com
Password: |eesesses |
Base DN: |dc:transfer.dc:com X |

Ex:dc=domainName,dc=com

ssL: [

¢ Enter Host ip address, domain name, username, password and Base DN details and
click on save button.

To link added Domains to primary Domain, select Domain and click on Toggle link
Adding Sales Force cloud to application

e Go to Administrator settings
o Domain settings
e In cloud Details option Click on Add
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e & )

p-0

2, hitp://192.168.1.130/ADSelfService/DomainPag dEditCloud.aspd? geld=5 2, Enterprise Seff-Service Portal %

(1O

CGn®

File Edit View Favorites Tools Help

95 (5] Suggested Sites v &) Web Slice Gallery v

@ e

(& contact us

F ST -

g CionSystems

Enterprise Self-Service Portal
Welcome, admin

shboard  Reports  User Management tor Settings

:: Administrator Settings
* Primary Domain:

| ciontest com

Link to Domain: []

| SalesForce

! cionsalesforce

Name:

& Domain Settings
i SMTP and SMS Settings
&+ Add your Company Logo

* Service Type:
& Change Password

* Service Name:

“ Password: sesesseesssssseeseass]

—
* Tenant Domain Name : | cionsystems.com

B Logout

B v B v @ v Pagev Sifetyv Tooksv @

CionSystems

Select service type, enter service name, administrator username and password (password,

authentication token id) and click on save

)2, hitpi//1921681 e/DomainPages/ - ¢ | 2 Enterprise Seff-Senvice Portal

Ak

File Edit View Favorites Tools Help
9% [S) Suggested Sites v &) Web Slice Gallery v

5 v (2 g v Pagev Safetyv Tooks~v @~

Contactus @ Help

@ CionSystems™

Enterprise Self-Service Portal

Welcome, admin

shboard Reports User Management Customization Administrator Settings

:: Administrator Settings Domain Settings

& Domain Settings Domain Details

& SMTP and SMS Settings

& Add your Company Logo Domain name Friendly domain

* Change Password (m] ciontest.com ciontest.com

Naming context

DC=ciontest,DC=com

@ Logout G CionSystems

Link staus | Edit

Primary  Edit

com | Unlinked = Edit

O cionsystems

Cloud Details

Select| Servicetype | Service name Admin username

Toggle Link Add

Domain name

Linkstatus |  Edit

[  salesForce

UnLinked Edit
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Adding Google apps to application

e Go to Administrator settings
e Domain settings
e In cloud Details option Click on Add

2, Enterprise Self-Service Portal %

) 2, http://192.168.1.130/ADSelfServic,

A

File Edit View Favorites Tools Help
3% [S] Suggested Sites v ] Web Slice Gallery v

= A
\ 3 CionSystems™ (3 contactus @ Help M@ Logout o CionSystems

Enterprise Self-Service Portal

Welcome, admin

shboard Reports r Management Custom Administrator Settings

:: Administrator Settings

> Domain setins SE—

i SMTP and SMS Settings Link to Domain: []

i Add your Company Logo
* Service Type: | Google Apps I~

* Service Name: | ciongooglecloud

Name: com

Change Password

= Password:

* Tenant Domain Name : ‘sanebansan com

- v (2 @ v Pagev Safetyv Toolsv @~

Select service type, enter service name, administrator username and password and click on

save.

e S|
. W W W aeeagaeT e . o
2 hitp://192168.1130/AD / ges/s arentPageld=! £~ & | 2 Enterprise Self-Service Portal % Ak

File Edit View Favorites Tools Help

% [S] Suggested Sites v ) Web Slice Gallery v

[ v [ deh v Pagev Safetyv Toolsv @~

@ CionSystems™ ® contactus
Enterprise Self-Service Portal
Welcome, admin
ashboard Reports User Management Customization Administrator Settings

:: Administrator Settings Domain Settings

# Domain Settings Domain Details

(m]

fzichange Pacsword ciontest.com ciontest.com DC=ciontest,DC=com Primary | Edit

O cionsystems.onmicrosoft.com cionsystems.onmicrosoftcom | cionsystems.onmicrosoftcom | Unlinked | Edit
Cloud Details
Select|  Service type Service name | Admin username | main name | Linkstatus | Edit
[]  salesForce o ter UnLinked Edit
[ | GoogleApps com heb UnLinked Edit

@ Hep Logout & CionSystems

Note: Clouds can be linked to the primary domain by clicking on toggle link.
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Common Issues

Microsoft Office365 - Install the cmdlets

To begin using the Office 365 cmdlets, the cmdlets must first be installed.
The requirements for installing the Office 365 cmdlets are as follows

» The following files must be installed
e AdministrationConfig-EN.msi

¢ msoidcli_64.msi

Download links: Microsoft Online Services Sign-In Assistant

Windows Azure Active Directory Module for Windows PowerShell (32-bit

version) Windows Azure Active Directory Module for Windows
PowerShell (64-bitversion)

To install the cmdlets, double-click the AdministrationConfig.msi file.

The installer will add a shortcut to your desktop and Start menu. Click the Microsoft
Online Services Module shortcut to open a Windows PowerShell workspace with the
cmdlets.

Alternatively, you can also load the Office 365 cmdlets manually by typing import-module
MSOnline at the Windows PowerShell prompt.

Note: Microsoft Office 365 functionality requires that the Enterprise Self Service application
be installed on Windows Server 2008 R2 only. Microsoft supports interfaces to Office 365 only
from a Microsoft Windows Server R2 server.

If Self-Service is unable to connect to Office 365, displaying “incorrect users name or
password”, verify the user name and password. Confirm that the firewall is allowing traffic on
port 443. Refer to Microsoft Office 365 documentation for firewall port configuration.
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Troubleshooting Installation issues

Windows Server 2008 R2

1. Error: “This setup requires Microsoft .NET Framework version 4.0” displays during
installation

If you see the following screen during installation, you need to install the .NET Framework
version 4.0

i =

Thiz zetup requires the \MET Framework. version 4.0. Please inztall the MET Framework,
and run this zetup again. The .MET Framework can be obtained from the web, ‘would
wou like to do this now?

Yes Mo

To install the .NET Framework version 4.0, click on below link. This will redirect to .NET
Framework 4.0 download page.

http://www.microsoft.com/en-in/download/details.aspx?id=17718

B Donnload Microsoft NET x Y A ——— - - — S (= [

@ [ www.microsoft.com/en-in/download/details.aspx?id=17718 oo =

Windows 10 is here

And you can download it for free.*

Get started >

Microsoft NET Framework 4 (Standalone Installer)

S —— '

Download and install >.NET Framework4.0, ensure appropriate .NET versions are installed.
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http://www.microsoft.com/en-in/download/details.aspx?id=17718

2. Error: “You do not have sufficient privileges to complete this installation”

If you see the following screen during installation, you don’t have the privileges to install the

.msi file of the application.

i ]|

You do not have sufficient privileges to complete thiz installation for all users of the
machine. Log on az administrator and then rety thiz installation.

Ok

You have to login as an administrator or you have admin privileges to run the .msi file.
Otherwise you may run the .exe file of the application as an administrator by holding down

shift key and right click the mouse, choose “Run as administrator”.

B Release

——,

4 Downloads Application

=| Recent Places

7 Libraries
= Documents Share with »
J Music Restore previous versions
= Pictures Sendto N
E Yidens
cut
1M Computer Copy
Create shorkout
E-"l,:l Mekwork Delete
Rename
Properties

‘.\_)”\_) | | @ Bt - [iﬂ]l Search Release o]
Organize Open  Share with +  Mew folder == | ﬂ
T —— Mame =« Date modified | Type | Size | |
B Deskkop ﬁ' Fizd4 PM ‘Windows Installer P... 15,603 KB

3. Error: “This setup requires Internet Information Server 5.1 or higher” displays during

installation

If you see the following screen during installation, you need to install the Application

Development and IIS6 Management Compatibility roles

7
i

Thiz zetup requirez Internet Information Server 5.1 or higher and ‘Windows %P ar higher.
Thiz zetup cannat be inztalled on YWindows 2000, Pleaze install Internet Infarmation
Server or a newer operating system and run this setup again.

Ok

]
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Make sure you have installed the following roles in Server Manager.

Go to Control Panel—>click on "Turn Windows features on or off” under Programs—->Select
“Roles” under Server Manager->Click on "Add Roles” link button.

Eoerermomsger __  — ——mmm
File  Action View Help
= | 2wl
S|
B R ER}E}ER}ER}ER}ER}R}RER}R}RERERERERERERERERERRRERRRERR O
BT &y Festures

m Diagnostics

i]’é Configuration

5 Storage

View the health of the roles installed on ywour server and add or remove roles and features,

-~ Roles Summary E Roles Summary Help

>

Roles: 3 of 17 installed

D= Remove Roles

v Active Directory Domain Services
b DNS Server

&4 weh Server (115)
~| Active Directory Domain Services E AD DS Help

Stores direckory data and manages communication between users and domains, including user logon processes, authentication, and directory searches.

N Go to Active Directory Domain
Role Status Servies

Add Roles wizard will be started->select “"Server Roles” link button->configure the

“Application Development” and “"IIS6 Management Compatibility” roles as shown
below:

F,: Server Manager

File  Action Wiew Help

&2 s=d

R A e A Add Roles Wizard ]
[ 5 Roles

&fl Features .

Fm Diagnostics *  Select Role Services

fﬁ’j Configuration
=5 Storage

Before You Begin

Select the role services to install For Web Server (I15):

Server Roles Role services: Drescription:
weh Server (I15) =) [o] Web Server o[ Server Side Includes (5513 is &
scripting language used to
& [E] Common HTTP Features dynamically generate HTML pages.
o Static Content The script runs on the server before
Confirmation Defaulk Document the page is delivered ko the client and
Progress Directory Browsing Eypically involvgs inserting one file inka
Resuls HITP Erars gt e o see Ste
L] HTTP Redirection dvnamically add it to all pages on a
[7] webDay Publishing Weh site,
= & Application Development
ASPLMET
\MET Extensibility
[] asp
[ car
ISAF Extensions
IS4PI Filkers
Inchuds

HTTP Logaing

[] Logging Tools

Request Monitor

[ Tracing LI

More about role services

< Previous | Mexk = I Inistall Cancel
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F,: Server Manager
File  Action Wiew Help
e 2m -

_Eéa Server Manager (WIN
5.- Rales

Eﬂ Features
7 Diagrostics * Select Role Services

fm Configuration
=5 Storage

Add Roles Wizard

Before ‘fou Begin Select the role services to install for Web Server (IIS):

Rale services:

Server Roles

Descripkion:
web Server (I15) " —= - = 115 & Management Compatibilit
[] 115 Client: Cx.ertlf.lcate Mapping Authentication - i k) ey e
ces ERL AUtthISIrtlza'tlon vour applications and scripks that use
. equest Filtering the bwo IIS APIs, Admin Base Object
Canfirmation [] 1P and Domain Restrictions (ABO) and Active Directory Service
Progress B [@ Performance InterFacg {ADSI). You can use existing
Results Static Content Compression lLSr\?;cnpts to manage the 115 7 Web
D Crynamic Content Compression ’

= [E Management Tools
115 Management Consale
[ 115 Management Scripts and Tools

= 115 6 Management Compatibility
115 & Metahase Compatibility
115 & WMI Compatibility
115 & Scripting Taols
115 & Management Console
[ ] FIF Server
D FTP Service
[ FTP Extensibility
[] 115 Hostable Web Core

More sbout role services

< Pravious | Mext = I Inistall Cancel

After installing the roles, restart the server to apply the changes.

4. Changing “Application pool Identity” for DefaultAppPool in [ISManager

In some case, you have to change the application pool identity to the username and
password you provided at install.

Process is

Start Run command->type “inetmgr”’->IIS Manager Window will be opened.

e Go to Application Pools>DefaultAppPool->right click and select "Advanced
Settings—>Select “Identity” under Process Model—>click on ellipsis button->Select

“Custom account”->click on “"Set”"->Provide “User name, Password and Confirm
password” details>click OK->click OK
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*  Application Pools

E {General)

@E; [ &> winzao

File  View Help

@ -z
@ﬂ Start Page
= .‘iﬂ WINZOD
- Application Pools
@] Sites

Yad

Ready

I qgl Applici
%
This page lets you v

processes, conkain o

Filter:

@DefaultﬂppPoul

Local System, L

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Application Pool Identity {recommended), Network Service,

JMET Framework Yersion w20
Enable 32-Bit Applications False
Managed Pipeline Made Inteqgrated
Mame DefaultAppPool
Queue Length 1000
Start Automatically True
= CPu
Lirnit: o
Limit Action HoAction
Lirnit Interval {minutes) 5
Processor Affinity Enabled False —
Processar Affinity Mask 4294967205
El Process Model L
ApplicationPoolIdentity| _F:q_
LR e i
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximurm Response Time {seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) ai
Farbun Time Linit {<eronds) an =
Identity

ocal Service, or as & specific user identity.

Ok Cancel |

& e @ -

Add Application Poal,..

-
I

h worker W

Application Pool Tasks
B Start
Stop
Recycle...
Edit Application Pool
Basic Settings. ..
Recycling...
Advanced Settings. ..
Renams
Remove
‘Wiew Applications
Help
online Help

&

[
"E Internet Information Services (IIS) Manager

Advanced Settings B3 =

@ GQ [3 OWINZ2003-A Pk Application Pools

File Wigw Help

@- - |Z I8

&5 start Page

B85 wWINZO0S-a (OXYGEM,ad
_;2 Application Pools

& Sites

<

Ready

@3 Applic:
ke

This page lets you v

processes, contain o
Filter:

MName =

I iClasslc .MET App
@Defaultnpppool

B {General} =
MET Framework Yersion wE.0
Enable 32-Bit Applications False
Managed Pipeline Mode Inkegrakted
Mame DefaulkappFool
Queue Length 1000
Start Automatically True
= ren b worker
| Application Pool Identity B3
L 1 Built-in account: I
F InpplicationPDDIIdentity _I —
=1 I *  Cuskom account: I
|
1
L
r
h a4 I Cancel I
F
Fing Feriod (seconids, )
sh "
Set Credentials
<t I E3 =
Iden | [iser name:
[iden Il ool ko run as
built- bwork Service,
Local | password:
Confirm password: J Cancel I
| 4
Ok I Cancel I
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5. Error: “Server Error in ‘/Enterprise Self Service * Application”

If the login fails after trying ‘admin’ & ‘admin’ (without quotes): see the solution below

/2 The current identity (OXVGEN:stuart) does not have write access to 'C:\Windows\Microsoft.NET'Fr - Windows Internet Explorer

&g =5 x][7 [=F |
(Si ] |g, http:/ flocalhostiActiveDirsctaryReporter lserLogin, aspx X If’ Bing

<y Favorites | 5% @] Sungested Stes = @] wieh slice Galery =

{E The current identity (OXYGEN)stuart) does not have . | | Xp v B - 0 v Page v Sefety -+ Tooks v @-

Server Errorin '/, ' Application.

The current identity (OXYGEN\stuart) does not have write access to ‘C:\Windows\Microsoft. NET\Frameworké4\v4.0.30319\Temporary
ASP.NET Fifes’.

Description: &n unhandled exception occurred during the execution of the current weh request. Please reviesy the stack trace for more information about the error and where & originated in the code.

Exception Details: System e HipException: The current identity (0% Y GENstuart) does nat have write aocess o 'C

NET o ASP NET Files'
Source Error:

I

An unhandled exception was generated during the execution of the current web request. Information regsrding the origin and location of the exception can ke
identified using the exception stack trace helow.

Stack Trace:

[HttpException (0xBOD04005): The current identity (0XYGEM\stuart) does not have write access to 'Ci'Windows\Microsoft.NET\Frameworkéd\wd.0.30319\Temporary ASP.NET Files'.]
System.web. HttpRuntime. SetlipCodegenDi rectory (CompilationSection compilationSection) +11562511

System.web. HttpRUntime. Hosti ngTnit (HostingEmvironmentFlags hostingFlags, Policylevel policylevel, Exception appDomainCreationException) +323

[HttpException (0xBOD04005): The current identity (OXYGEM\stuart) does not have write access to 'Ci'Windows\Microsoft.NET\Frameworkéd\wd.0.30319\Temporary ASP.NET Files'.]
System.Wweb. HEEpRUNtime. FirstRequestTnit(HttpContext comtext) +11524352

System.web. HTtpRUNtime. EnsureFirstRequestInit(HEtpContext context) +141
System.web. HttpRuntime, ProcessRequesthotificationPrivate (I157WorkerRequest wr, HttpComtext context) +47§2308

icrosoft SOL Server Management Studio

File Edit “ew Tools Window Community Help
R New query | Oy | I 83 5 | [ | 5 W & |
0 =

E tto S
Correct~ &3 91 m T 1§ nnect to Server

Microsoft*
2 SQLServer2008R2
Server type: I Database Engine
Server name: Iwin2DDS-A
Please make sure you hCI Autherticatior:

provided this account du

Uzer name: O GEM S administrator
installation of the applica

Passwond: |

I | Femember password

Connect I Cancel | Help Options »»

Start the sqgl server management studio and note the sql connection string and username.
You have to provide this username during the install of Enterprise Self-Service Portal (refer

page 9 - Application Authentication popup window). Otherwise whatever username you
provided you have to provide SQL privileges.

Also, check the IIS role and ensure the Windows and Basic authentication are enabled.
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6. Error: SQL Login failed during the database configuration of application

SQL Login fails

Flease make sure pou have the following in place before continuihg the install

- Accesz o SOL databaze, uzer name and pazsword.

{* |lse Existing [ atabase SOL Server
" Create New D atabaze e

— Provide Configuration Details

Server Mame: IWin2UUS-ﬁ

ather end of the pipe.)

Test Connection

Port Mumber: |1433 Default 1433 for TCP
Authentication: ISQL Server Authentication j
Login: Isa
& transport-level error has occurred when sending the request to the
Eemaniat | ******** server, (provider: Shared Memory Provider, error: O - No process is on the

Mext | Cancel

This can happen because the firewall is blocking ports. Check the firewall and SQL to ensure
the right SQL ports are open. Probably TCP/IP channel is disabled under SQL Server

Configuration Manager. So go there and enable all TCP/IP options

Below is an example

e Click on start >All programs—>Microsoft SQL Server 2008 R2->Click on Configuration

Tools>Click on SQL Server Configuration Manager

F= Sql Server Configuration Manager

File  Action Wiew Help

e |2 Bo=H

= _E_ SOL Server Mebwark Confiquration
== Protocols For MSSQLSER\-‘ERI

> SOL Mative Client 10.0 Configuration
=L Client Protocals

!5..} Aliases

‘@ SCL Server Configuration Manager {Local) Mame | Crder | Enabled |
5 SqL Server Services B chared Memgry 1 Enabled
& 301 Server Metwork Configuration (32bit) W TCPIP 3 Enabled
> S0 Mabive Client 10,0 Configuration {32bit) T Tlamed Fipes = Erabled
HWIA Disabled
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e Make sure all TCP/IP channels are enabled

Sql Server Configura

File  Action Wiew Help

o= |5 E=H

@ S0L Server Configuration Manager (Local) Mame | Crder | Enabled |
H sqL server Services y 1 Enabled
J | SOL Server Metwork Configuration (32hbit) 3 Enabled
. S0L Mative Client 10,0 Configuration {32hit) z Enabled

TR =

£ Client Protocols

Aliases v TCP/IP Properties [ 7] <]
= ﬂ SOL Server Metwork Configuration

Protocal |
Ef Protacals For MSSOLSERYER
= . S0L Mative Client 10,0 Configuration (=S Il
Aliases Enabled ‘fes
Keep Alive 30000
Keep Alive Interval 1000

Default Port
Default port on which connection will be made

ak I Cancel Apply Help

e Make sure TCP/IP Port has 1433

Sgl Server Configuration Manager

File Action ‘iew Help

9| »|H0=H

@ S0L Server Configuration Manager (Local) Protacol Mame | Status |
SQL Server Services % shared Memary Enabled
& 301 Server Metwork Configuration (32bit) % Mamed Pipes Disabled
2, 50U Mative Client 10.0 Configuration (32bit) | s=1cpy1p Enabled
& Client Protocols YA Disabled
Bl pliases
= _E S0 Server Metwork Configuration TCP/IP Properties HE
Ef Protocols for MSSQLSERYER ]
5 & 50L Native Client 10,0 Configuration Protocal IP Addresses |
L Clisnt Protocols
' ERT|
Aliases Active Yes
Enabled Mo
IF Address 192,168.1.174
TP Crynamic Ports
| TCPPort 1433 |
P2

TCF L na_mic Parts
| TCRPort 1433 |

P4

QK I Cancel Apply Help
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e Select TCP/IP, go to properties, in properties window select IP Addresses tab.

In IP1 set TCP Port as 1433 and in IPAIl set TCP port as 1433, Click on OK

‘Q, Services !E E
File  Action Wiew Help
e mlc=[HE > 50
] 'q, services (Local)

SQL Server (MSSQLSERVER) Mame =~ | Description | Status | Startup Type | Lon;l
£} Routing and Remote ficcess Offers rout. .. Disabled Lo
Stop the service 5L RPC Endpoint Mapper Resolves ... Started Aukamatic he
xﬁrmﬁéz\xie &} Secondary Logon Enables st... Manual Lo
£k 5ecure Socket Tunneling Protocol 5., Provides s, Manual Lo
£k Security Accounts Manager The startu,.,  Starked Aukarnatic Lo
Description: ) ik Server Supports fil.,,  Started Bukamnatic Lo

Pravides storage, processing and ) 2 . ) i

controlled access of data, and rapid 5 Shell Hardware Detection Provides n..,  Started Aukomatic Lo
transaction processing, £k 5mart Card Manages a. .. Manual Lo
£} 5mart Card Remaowal Palicy Allovs the ... Manual Lo
5L SMMP Trap Receives tr... Mariual Lo
&} Software Protection Enables th...  Started Automatic (D...  Ne
5} Special Administration Cansole Helper — Allows adm. .. Manual Lo
51 5PP Motification Service Provides 5., Started Manual Lo
C1S0L Active Directory Helper Service Enables ink. .. Disahled Lon
SOL Server (MSSOLSERYER) | Provides sk... Started Autornatic O
CLSoL Server Agent (MSSOLSERYER, Executes j... Manual Lo
I{(’ SOL Server Browser I Provides 5., Started Manual Lo
{54501 Server Reparting Services (M3...  Manages, ... Starked Autarnatic Lo
{ELS0L Server W3S Writer Provides th.., Started Automatic Lo
£} 55DP Discovery Discovers ... Disabled Lo

e Restart SQLServer and SQL Server Browser services

To open above ports in Windows firewall, run the below command from command

prompt

netsh advfirewall firewall add rule name = SQLPort dir = in
protocol = tcp action = allow localport = 1433 remoteip =
localsubnet profile = DOMAIN

Connecting to remote database:
To connect remote database, please check the following settings:

1. Make sure SQL Browser Service is in running state in SQL Server Configuration
Manager

File Action View Help

B Sql Server Configuration Manager !E B

&= 2E=H®0OE®

@ SGL Server Configuration Manager (Local) hame | State | Stark Mode I Log On As Process ID I Service Type
5 5GL Server Services [Z50L Server (MS5Q... Running Aukomatic ¢ \administrator 1860 SOL Server
S0L server Metwork Configuration (32bit) hSQl Sarusr Bapar Eunning Aukarnatic LocalSystem 1388 Report Server

SOL Mative Client 10.0 Configuration (32bit)
SGL Server Metwork Configuration
¢ 50L Mative Client 10.0 Configuration

Running Manual
Manual

LacalSystem SCL Agent
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2. Check is if Remote Connections are enabled on your SQL Server database.

e Connect to the server, right click the server and open the Server Properties.

I'.;__:_:_ Microsoft SQL Server Management Studio

File Edit ‘Wiew Debug Tools  wWindow  Communiby  Help

E.Q.NEWQUEW||:E|E&E%%|&|EHE‘|@

Cbject Explarer - 1 x

Conmect~ 24 4 & 7

[ Datahases Conneck...
E Security Disconneck
[ Server Objects _
[ Replication Register...
[ Managernent

Mew Query

Ackivity Monikar

Skart
Skap
Pause
Resume

Restark

Policies

Facets

Skart PoveerShell

Reporks

Refresh

|h Properties

¢ Navigate to Connections and ensure that Allow remote connections to this server
is checked.
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Server Properties - CIONZ22-PC

125 Memony
1 Processors
44 Gerrit

=]

= Databasze Dettings
1 Advanced
4 Permissions

Server
CIOMZ22-PC

Connection:

¢ Wiew connection properties

S Scnpt - u Help

M[=] E3

Connections

b asimum rumber of concument connections [1 = unlimited);

h =

[ Use query governor to prevent long-running queries

[

Default connection optionz:

implicit ranzactions -
cursor close on commit

anzi warnings

anzi padding

AMSINULLS

arithimetic: abort

arithrnetic ignore LI

Oooooodo

Hemate zerver connections

v Allaw remate connections to this server

Rermote query timeout [in secondz, 0 = no timeout):
IEDDDEI 3:

[ PRequire distibuted transactions for server-to-server communication

3. In firewall enable UDP port (By Default 1434) for SQL Browser

e Open the Control Panel and navigate to Windows Firewall.

indows Firewall

\ :)v |ﬂ = Contral Panel = System and Security = Windows Firewall - l‘a] I Search Control Panel

Ii\a:ll
Ii\a:ll
|i\ix|

Control Panel Home

Allow a program or Feature
through Windows Firewall

Change notification settings
Turn Windows Firewall on or off

Restore defaults

(&

Advanced settings I

Troubleshoot my network

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software fram gaining access ko wour computer through the
Intermet or & network,

Howe does a firewall help protect my computer?

What are network locations?

. 'a.] Domain networks Connected j

Metworks at a workplace that are attached to a domain

‘windows Firewall state: on

Incoming connections: EBlock. all connections ko programms that are not on the list of
allowed programs

Active domain networks: L:;] axygen.local

Motification state: Do not notify me when Windows Firewall blocks a new
prograr

. 'a? Home or work {private) networks Not Connected j‘

. 'a.] Public networks Not Connected j‘
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e Click on Advanced Settings on the left hand side and you should see the Windows

Firewall with Advanced Security. Select the Inbound Rules on the left hand side and
click on New Rule... on the right hand side.

## New Inbound Rule Wizard

Select the type of firewall ule to create,

]|

Steps
+ Rule Type wihat type of rule would you like to create?

&  Protocol and Ports

@ Action " Program
@ Proile Rule that controls connections for a program.
@ MName {* Port

Hule that controls connections for a TCP ar UDF part.

" Predefined:

Active Directary Domain Services j

Rule that controls connections for a Windows experience.

" Custom
Custom ke,

Learn more about rule bypes

< Back | Mewt = I Caticel |

e This opens the New Inbound Rule Wizard, under the Rule Type choose Port and click
the Next button
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#® New Inbound Rule Wizard =

Protocol and Ports

Specify the pratocols and partz ba which thiz rule applies.

Steps:
Rule Type Does this rule apply to TCF or UDP?
Fratocol and Ports - TCP

@ Action

@ Profile

@ Mame

Does this rule apply to all local ports or specific local parts?

= All local ports
' Specific local ports: I‘I 434
Example: 80, 443, 5000-5010

Learn more about protocol and ports

< Back I Mext > I Cancel

e Select the UDP protocol and in the Specific local ports enter port number 1434. To
proceed with the settings SQL Browser services, click the Next button

¥ New Inbound Rule Wizard u

Action

Specify the action to be taken when a connection matches the conditions specified in the ule.

Steps:
Fiule Tupe “w'hat action ghould be taken when a connection matches the specified conditions?
Frotocol and Ports
. i+ Allow the connection
AEER Thiz includes connections that are protected with IPzec as well as those are not.
Profile
= Allow the connection if it iz secure

M arme

Thiz includes only connections that have been authenticated by uzing IPsec. Connections
will be secured using the settings in IPsec propertiez and rules in the Connection Security
Rule node.

Customize. I

" Block the connection

Learn more about actions

< Back | Mext = I Cancel I

e In the Action dialog choose Allow the connection and click the Next button
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#® New Inbound Rule Wizard

FProfile
Specify the profiles for which this rule applies.

Steps:
Fiule Type ‘when does this ruls apply?
Fratocol and Parts
Action [ Domain
Profile Applies when a computer is connected to its corporate domair.
Mame ¥ Private

Appliez when a computer is connected to a private network. location.

¥ Public
Appliez when a computer iz conhected to a public network. location.

Learn more about profiles

< Back I MHest > I Cancel

e In the Profile dialog choose all three profiles and click the Next button

# Mew Inbound Rule Wizard E3 u

MName

Specify the name and description of thiz rule.

Steps:
Rule Type
Protocol and Ports

Action
M arme:

[SOL Browsed

Profile

M arme
Descnption [optionall:

< Back I Finish I Cancel I

e Give the rule a name as “SQL Browser” and click the Finish button.

Note: To connect to remote database through windows authentication, the system must be
member of that domain and that domain user has to be added in SQL database security

logins
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r_::.,_:- Microsoft SOL Server Management Studio

File Edit View Debug Tools ‘Window Community  Help

£ B mew query | [y | £ i £ | |5 H & | E o
. lorer

Connect ~ &3 & °F 5
= LB win2003-4 (SQL Server 10.50,1600 - sa)
[l Databases
= [ Security
S
.ﬁ, #2M3_PolicvEventProcessingLoging &
.ﬁ, #2M3_Policy TsglExcecutionLoging #
A NT AUTHORITY\SYSTEM
MT SERVICEWSSQLSERVER
MT SERVICEYSQLSERYERAGENT
A OxvYGEM, administrator
& sa
[ Server Rales
[ Credentials
[ Cryptographic Praviders
[ Audits
[ Server Audit Specifications
[l Server Objects
[ Replication
[l Managemnent
[ 0L Server Agent

Windows Server 2012

1. Error: “Installation Incomplete” displays during installation

If you see the following screen during installation, you need to install the Application
Development and IIS6 Management Compatibility roles.

Installation Incomplete

The inztaller was interrupted before - could be inzstalled. *rou need to restart
the installer bo bty again.

Click "Cloze'’ to exit.

Cancel

Make sure you have installed the following roles in Server Manager.
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Click “Server Manager” on task bar to open, if not available on task bar then click the
Start button to open the start screen. In start screen you can see the Server Manager

¢ In Server Manager window, click Manager tab and select "Add Roles and Features”

Server Manager

Server Manager » Dashboard

Manage  Tools

Remove Rol
= Dashboard WELCOME TO SERVER MANAGER
' Add Servers
B Local Server Create Server Group
i 2!5;:“ Canfigure this local server senver Manager Properties
"
£ DNS
& File and Storage Services b 2
B Hyper-v nanage
io s -

WHAT'S NEW

Hide
LEARN MORE
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Befors You Bagin
Installation Type

Server

Server Roles

Features

Select destination server

DESTINATION SERVER
hyd.cionus.local

Select a server or a virtual hard disk on which to install roles and features.

(®) Selact a server from the server pool
O Select a virtual hard disk

Server Pool

Filter: |

Name

IP Address

Microsoft Windows Server 20

Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager, Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous || Next > ‘

| Install | | Cancel

e Click Server Selection, click Next

e In Server Roles, install the “"Application Development” and "IIS6 Management
Compatibility” roles as shown below:

Select server roles

Befors You Begin
Installation Type

Server Selection

Features

Confirmation

Select one or more roles to install on the selected server,

Roles

4 [H] Web Server (II5) {Installed)

4 [H] Web Server (Installed)

- v v v

[N

Common HTTP Features (Installed)
[®] Health and Diagnostics (Installed)
[®] Performance (Installed)
[m] Security (Installed)

lication Develﬂpmenil

MNET Extensibility 3.5
MET Extensibility 4.5
[ Application Initialization
[ asp

ASP.NET 3.5

ASP.NET 4.5

[ cal

|ISAP| Extensions

\. ISAPI Filters

[] Server Side Includes
[[] WebSacket Protacol

DESTIMATIONM SERVER
hyd.cionus.local

Description

Application Development provides
infrastructure for developing and
hosting Web applications. Use these
features to create Web content or
extend the functicnality of lIS. These
technologies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which |IS then sends to fulfill
client requests.
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Select server roles

Befors You Begin
Installation Typs

Server Selection

Features

Confirmation

Select one or more roles to install on the selected server,

Roles

ISAP| Extensions :
ISAPI Filters
[] server Side Includes
[[] WebSacket Protocol
» [ FTP Server
[] 1S Hostable Web Core

| a [0 Management Tools (Installed) |
115 Management Conscle (Installed)
| 4 15 6 Management Compatibility |
II5 6 Metabase Compatibility
15 6 Management Console 1

115 & WMI Compatibility
IS Management Scripts and Tools (Installed =
Management Service (Installed)
[] Windows Deplayment Services
[] Windows Server Update Services

<|

DESTIMATION SERVER
hyd.cionus.local

Description

IIS 6 Scripting Tools provide the
ability to continue using IS 6
scripting tools that you built to
manage |15 6in |15 7, especially if
your applications and scripts that
use ActiveX Data Objects (ADO) or
Active Directory Service Interface
(ADSI) APIs. IIS 6 Scripting Toals
require Windows Process Activation
Service Configuration API.

e Click Next

¢ In Features, make sure .NET Framework 3.5 & 4.5 features are installed, if they
were not installed configure them as shown below to install.

Select features

Befors You Begin
Installation Type
Server Sglaction
Server Roles

Confirmation

Select one or more features to install on the selected server,

Features

4 LMET Framework 3.5 Features

.NET Framework 3.5 (includes .\NET 2.0 and 3.0},

[] HTTP Activation
[] Mon-HTTP Activation

A MET Framewark 4.5 Features (Installed)
.NET Framework 4.5 (Installed)
ASP.NET 4.5 (Installed)

b W] WCF Services (Installed)
O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlock
[[] BranchCache
[] Client for NFS
[] Data Center Bridging
[] Enhanced Storage
[ Failover Clustering

Group Policy Management (Installed)

DESTIMATION SERVER
hyd.cionus.local

Description

.NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applicaticns that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.
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e Click Install button

e After installation completed, click Close button
e Restart the server to apply the changes

o Now try to install the application.

Windows Server 2016

1. Error: “Installation Incomplete” displays during installation

If you see the following screen during installation, you need to install the Application
Development and IIS6 Management Compatibility roles

=) - X

Installation Incomplete Q

The inztaller wasz interrupted before could be ingtalled. v'ou need to restart
the ingtaller to try agairn,

Click "Cloze" to exit,

Cancel 4 Back

Make sure you have installed the following roles in Server Manager.
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e Click “Server Manager” on task bar to open, if not available on task bar then click the
Start button to open the start screen. In start screen you can see the Server Manager
e In Server Manager window, click Manager tab and select "Add Roles and Features”

F Server hanager

4 Dashboard - @ | r Manage Tools  View Help
| Add Roles and Features
Remaove Roles and Features
B Dashboard WELCOME TO SERVER MANAGER T
I Local Server Create Server Group
!E All Servers Comﬂcure Server Manager Properties
i§l ADDS -
£ DNS
g File and Storage Services P 2 Add roles and features
LU 3 Add other servers to manage
WHAT'S NEW a
4 Create a server group
5 Connect this server to cloud servig
Hide
LEARN MORE
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2 &dd Rales and Features Yizard — [} *

DESTINATION SERVER

Select destination server WNZ015-DC cioud org

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Typs

) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
MName IP Address Operating System

Microsoft Windows Server 2016 Standard

1 Cemputer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

| < Previous | | Mext » Install Cancel

e Click Server Selection, click Next
e In Server Roles, install the “"Application Development” and "IIS6 Management
Compatibility” roles as shown below:

[z &dd Roles and Features Wizard — O *

DESTIMATIOM SERVER

Select server roles WINZ016.DC cloud org

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
e eeaer 4 [®] Web Server {IIS) (13 of 43 installed) Application Development provides
Server P Web Server (12 of 24 installed |nfra§tructure for\'.:levx.eloplng and
Faatures I+ (W] Common HTTP Features (5 of 6 installed) hosting Web applications. Use these
o I+ [m] Health and Diagnostics (3 of & installed) features to create Web content or
Confirmation | W] Performance (1 of 2 installed) extend thf_f functl.onallt)«r of .IIS. These
| W] Security (3 of @ installed) technologies typically provide a way

to perform dynamic operations that
] NET Extensibility 3.5 result in the creation of HTML
{NET Extensibility 4.6 output, which IS then sends to fulfill
[1 Application Initialization client requests.
[] asp
ASP.NET 3.5
ASP.NET 4.6
1 cal
ISAPI| Extensions
ISAPI Filters
[ server Side Includes
[] WebSocket Protocol
i [] FTP Server
i+ [m] Management Tools (1 of 7 installed)

< Previous | | Next > Install Cancel
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i Add Roles and Features Wizard — O *
DESTINATION SERVER
Select server roles WINZD16-DC coudorg
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection |« ASP.NET 3.5 I1S & Management Compatibility
ASP.NET 4.6 provides forward compatibility for
O cal your applications and scripts that
Features |SAP| Extensions use the two [IS APls, Admin Base
Confirmation ISAPI Filters Object (ABO) and Active Directory
[ Server Side Includes Service Interface (ADSI). You can use
] WebSocket Protocol existing 115 6 scripts to manage the
1 [] FTP Server 115 10 Web server.
15 6 Metabase Compatibility
IS & Management Console
15 6 Scripting Tools
115 6 WM Campatibility
] 1S Management Scripts and Tools
[ Management Service
[ Windows Deployment Services
[ Windows Server Essentials Experience
[ Windows Server Update Services
< Previous | | MNext = Install
e Click Next

e In Features, make sure .NET Framework 3.5 & 4.6 features are installed, if they
were not installed configure them as shown below to install.

Fﬁ Add Roles and Features Wizard

Select features
Before You Begin Select one or more features to install on the selactad server,

Installation Type Features

Server Selection 4 W] NET Framework 35 Features (1 of 3 installed)

| .NET Framework 3.5 (includes .NET 2.0 and 3.0}
[] HTTE Activation
[ ]| Non-HTTP Activation

Server Roles

Features

| .NET Framewaork 4.6 (Installed)
/| ASP.NET 4.6 (Installed)
I [] Background Intelligent Transfer Service (BITS)

[[] BitLocker Drive Encryption

[] BitLocker Netwark Unlack

[] BranchCache

[] Client for NFS

[ Containers

[[] Data Center Bridging

[[] Direct Play

[T] Enhanced Storage

[] Failover Clustering

| Group Policy Management (Installed)

DESTINATION SERVER
WIN2016- DC cloud.org

Description

NET Framework 4.6 provides a
comprehensive and consistent
pragramming model for quickly and
easily building and running
applications that are built for various
platforms including desktop PCs,
Servers, smart phones and the public
and private cloud.
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e Click Install button

e After installation completed, click Close button
e Restart the server to apply the changes

e Now try to install the application.
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Contact Notes:

For technical support or feature requests, please contact us at Support@CionSystems.com
or 425.605.5325

For sales or other business inquiries, we can be reached at Sales@CionSystems.com
or 425.605.5325

If you'd like to view a complete list of our Active Directory Management solutions, please visit
us online at www.CionSystems.com

Disclaimer

The information in this document is provided in connection with CionSystems products. No
license, express or implied, to any intellectual property right is granted by this document or in
connection with the sale of CionSystems products. EXCEPT AS SET FORTH IN CIONSYSTEMS'
LICENSE AGREEMENT FOR THIS PRODUCT, CIONSYSTEMS INC. ASSUMES NO LIABILITY
WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING
TO ITS PRODUCTS INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO
EVENT SHALL CIONSYSTEMS INC. BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL,
PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES
FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT
OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF CIONSYSTEMS INC. HAS BEEN
ADVISED IN WRITING OF THE POSSIBILITY OF SUCH DAMAGES. CionSystems may update this
document or the software application without notice.

Microsoft

GOLD CERTIFIED

Partner

CionSystems

CionSystems Inc

6640 185" Ave NE,
Redmond, WA-98052, USA
www.CionSystems.com
Ph: +1.425.605.5325

This guide is provided for informational purposes only, and the contents may not be reproduced
or transmitted in any form or by any means without our written permission.
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