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1. Overview

1.CionSystems Credential Provider Reset Unlock (CPRU) allows users to reset their domain
password and unlock account from their windows login screen. Credential provider resets
passwords via Enterprise Self-Service application. You are required to configure the service
end point which you get after installing Enterprise Self-Service application. Below process

guides you through the process.

2.CionSystems CPMultiFactorAuth Credential Provider allows users to have multifactor
authentication from their windows login screen. CPMultiFactorAuth allows user to login with

an factor of authentication after their Windows login credentials via Enterprise Self-Service
application. You are required to configure the service end point which you get after installing

Enterprise Self-Service application. Below process guides you through theprocess.

3.CionSystems CPPwdResetMultiAuth Credential Provider allows users to have multifactor
authentication as well as Reset and unlock of account from their windows login screen. This

Credential Provider has the combine functionality of the above two.

2. Prerequisites

Enterprise Self-Service Application msi.
. CionSysteminstallerCreator.zip file which can be found along with ESS bundle
c. 7-Zip 9.20 (2010-11-18) for Windows. This can be found in the folder ESS bundle
Package Or It can be download from the below link.
http://www.7-zip.org/download.html

3. Steps for CP Installer Creation

a. Install Enterprise Self-Service application on the web server, this will expose a Web
service api url which needs to be configured in Credential Provider Reset Unlock
Eg:http://198.168.1.168/ADSelfService/Services/UserSecurityService.asmx

b. Unzip 7zip_setup file and Install 7-Zip on the machine where Enterprise Self-Service

Application is installed.
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Unzip CionSystemlnstallerCreator.zip file, it will show up 3 folders
CionPasswordResetUnlockinstaller , CionSystemsTwoFactorAuthlinstaller,
CionSystemsResetUnlockMultifactorinstaller each of these folders has files associated
with CP.
Each of the above folders will have the following files listed

o 7zS.sfx
CionSystemsPwdResetInstaller_x64.7z
CionSystemsPwdResetInstaller_x64.msi
config_x64.txt
CreateSelfExtractor_x64.bat

O O O O

Now open config_x64.txt file in Notepad or any editor.

Change the SERVICEADDRESS to the exact address were Enterprise Self-Service
application is installed in your environment
Eg:http://198.168.1.168/ADSelfService/Services/UserSecurityService.asmx Replace the
ip with the original Webserver ip of your environment. Save the changes.

-

o | . A
" | config_x64 - Notepad l =[S l&l

File Edit Format View Help

;!'@Install@! uTF-8!

Title="Credential Provider"”

BeginPrompt="Do you want to install Cion Systems Credential Provider?"
ExecuteFile="msiexec.exe"

ExecuteParameters="/i CionsystemsPwdResetInstaller_x64.msi

http ://198.168.1.168/ADSelfService/Services/UserSecurityService. asmx”
; '@Instal lEnd@!

Double click on CreateSelfExtractor_x64.bat

The above operation will create a file CionSystemsinstaller_x64.exe at the same location
Copy the CionSystemslinstaller_x64.exe and place in the Temp folder of Enterprise Self-
Service application

(Where Enterprise Self-Service application is installed,

Eg: C:\inetpub\wwwroot\ADSelfService\Temp)
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Mame = Date modified Type Size
| 725.5fx 11/18/2010 9:57 PM 9F¥ File 137 KB
I @ CionSyskemsInstaller 64 BI30Z016 4146 AM Application 1,124 KB
g CionSyskemsPrwdResetInstaller 64 BI2 2016 525 PM WinFAR archive 957 KB
ﬁ! CionTystemsPwdResetInstaller _xa 6/29/2016 4,47 PM wWindows Installer P... 1,368 KB
| config_x64 6/29/2016 532 PM Texk Document: 1EKB

CreateSelfExkractor_xfd BI2AI2016 5: 24 PM Windows Batch File
Double click

i. Login into the Enterprise Self-Service application, You will see a link “Install Credential
Provider”

j-  Clicking this link will install Credential Provider on your machine and you will be
able to reset password and unlock account.

(- i’ C|OnSyStemsm [ contact us @ Hep Logout v CionSysten|

Enterprise Self-Service Portal =5 Install Credential Provider

Note: You can follow the same process for other Credential providers
CionsystemsMultifactorAuth, CionsystemsResetUnlockMultifactorAuth

4. Credential Provider Installation

In order to install Credential Provider on your machine, click on the, “Install Credential
Provider” link Click on Yes on the dialog box which appears

Credential Provider

:I Do you want to install Cien Systems Credential Prowvider?

Yes Mo
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e Select the check Box for the License Agreement.

e ——

Please read the Credential Provider Password
@ Reset and Unlock Account License Agreement

CIONSYSTEMS, INC Enterprise Self-Service -
Credential Provider END USER LICENSE
AGREEMENT

LAST UPDATED:

IMPORTANT: THIS IS A LEGAL AGREEMENT
BETWEEN CIONSYSTEMS, INC.

("CIONSYSTEMS"” OR "COMPANY"™) AND SELECT
USER (ENTITY OR PERSON, hereinafter referred

to as "YOU" OR "YOUR" OR "USER") FOR THE
CIONSYSTEMS 30 DAY TRIAL OR FULL VERSION
SOFTWARE ("SOFTWARE") AVAILABLE VIA THE
CIONSYSTEMS WEB SITE. PLEASE READ IT -

I accept the terms in the License Agreement

| Prnt Insta | Cancel |

e Now click on “Install”.

ﬁvic;edentuawrovnder Password Reset Unlock Account

Please read the Credential Provider Password
Reset and Unlock Account License Agreement

CIONSYSTEMS, INC Enterprise Self-Service
Credential Provider END USER LICENSE
AGREEMENT

LAST UPDATED:

IMPORTANT: THIS IS A LEGAL AGREEMENT
BETWEEN CIONSYSTEMS, INC.
("CIONSYSTEMS” OR "COMPANY") AND SELECT
USER (ENTITY OR PERSON, hereinafter referred
to as "YOU” OR "YOUR" OR “USER") FOR THE
CIONSYSTEMS 30 DAY TRIAL OR FULL VERSION
SOFTWARE ("SOFTWARE") AVAILABLE VIA THE
CIONSYSTEMS WEB SITE. PLEASE READ IT

v | I accept the terms in the License Agreement

1% Credential Provider Password Reset and Unlock Account Setug L X
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e Click on “Finish” to complete the Installation.

jé‘;! Credential Provider Password Reset and Unlock Account Setup ] — x

Completed the Credential Provider
Password Reset and Unlock Account
Setup Wizard

Click the Finish button to exit the Setup Wizard.

[l
i
[l
m

e This will install Credential Provider Password Reset and Unlock Account on your machine.
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Contact Notes:

For technical support or feature requests, please contact us at Support@CionSystems.com or
425.605.5325

For sales or other business inquiries, we can be reached at Sales@CionSystems.com or
425.605.5325

If you’d like to view a complete list of our Active Directory Management solutions, please visit us online at
www.CionSystems.com

Disclaimer

The information in this document is provided in connection with CionSystems products. No license, express
or implied, to any intellectual property right is granted by this document or in connection with the sale of
CionSystems products. EXCEPT AS SET FORTH IN CIONSYSTEMS’ LICENSE AGREEMENT FOR THIS PRODUCT,
CIONSYSTEMS INC. ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR
STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING BUT NOT LIMITED TO THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO
EVENT SHALL CIONSYSTEMS INC. BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS,
BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS
DOCUMENT, EVEN IF CIONSYSTEMS INC. HAS BEEN ADVISED IN WRITING OF THE POSSIBILITY OF SUCH
DAMAGES. CionSystems may update this document or the software application without notice.

Microsoft

GOLD CERTIFIED

CionSystems Partner

CionSystems Inc
6640 185" Ave NE,
Redmond, WA-98052, USA

www.CionSystems.com

Ph: +1.425.605.5325

This guide is provided for informational purposes only, and the contents may not be reproduced or
transmitted in any form or by any means without our written permission.
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